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Introduction

There is an inherent paradox with security gimidzacy issues surrounding theternet. They

seem to be unable to work in harmony even though their definitions are exclusive of each

other. This could be due to pressures from the music andifidustries with regard to file

sharingbut also the paranoia of various government agencies that feel their responsibility

for protecting their nation stretches to knowing what everyone does with every piece of

information and communicatioristhisaccMd 6 S 2NJ Aa AdG (GKS yIF A2y Qa
ASYSNI SR (KNERdJzZZIK Y SRRECouldithériéwshgapdrs@apatingo? | y R 7T
supposed clandestine operations with a certain poetic license or Saturday night television

such as Spooks taking real threatsd situations into our living rooms and making

everything seem very plausible that is responsible for the feelinglittabrother is always

watching?

Sacrificing anonymity may be the next generations price for keeping precious liberty,
aspriorgeneratya LI AR Ay o06f22RQ

(Brin)

Historically there has been a problem with security and privacgermore so than during
times of war The privacy of other nations was being invaded but it was needed to ensure
the security of the home nation. Is the priein now an international one and should it be
dealt with on an international scale with all countries agreeing to a serianigérsalterms

and conditiongather than each having their ovn



The question is whether or not that would resoli issue ashe point of intelligence
gathering is to be covert so the people who are the target of such operations do not change

their procedures and render thgathered information useless.

There is a link between the current online climate and the climate of todaking during
World War Il with regard to the Enigma machine and code breaking. Has anything really
changed since then and is it just the technology that has advanced on both sides of the

OdzZNNBy i WwOeo0oSN gl NDK

The aim is tdook atthe nature of securityandprivacy issues that have arisen providing
context from historical datalooking at how or if they have been resolved and the various
legal and social implications of such isswé$ specific emphasion the current nature of
the Internetand onlire communicationsWho decides what should be monitored and what

justification do they need?

The key difference is need versus want. Security is paramount as without it we are
vulnerable yet we want privacy which seems to be infringed upon byrggcGanthere be

awayto beprotectedg A 1 K2 dzi O2 YLINRPYAaAy3d GRS AYyRADARdzZ €

Yuis custodiet ipsos custode® K2 gAf f 3Idzr NR (GKS 3Idzr NRAKQ

(Plato, 350BL



Chapter One

Privacy Law and Security Concerns

In the current political climate #re are many conces about terrorism fronMiddle
Easterncountries and fundamentalists who believe the only way to be heard is through
random acts of violence and destruction. The resulting effect of this is an increased level of
security readiness in thé/est to try and prevent such atrocities from occurring. This has
much farther reaching implicatiorfer the average citizen who is the subject or target of

surveillance operations, specific or generic.

Wt NA G 08 Aa GKS Of I A viutienFto detedmeXdrRdzl £ &~ I NP
themselves, when, how and to what extend information about them is
O02YYdzy A OF GSRQ

(Brin)

Whilethere may be some justification for a bespoke security operation on an individual,
there are general operations dgned to findconnections that have no justification other

than to find someone t@onduct further surveillance orThis could be seen as everyone
being initially suspected of potential terrorist activities and becoming an enemy of the state

and a threat to national security

WNational securitys the entire scope of measures undertaken by the governments of
nation-states in providing assurance of national sovereignty to the collective
L2 Lddzt F GA2y 2F (GKS adlrasSQ

(Wikipedig 2009



The data protectioract is the main way in which our information is protected and our
privacy maintained on a nationatale. However in the case ddtional security there are

areas of the data protection act that can be disregarded andadonger apply.

Wo MU t S NEe2xgrhpt from anii of thé provisions-of
(a) the data protection principles,
(b) Parts 11, 111...

if the exemption from that provision is required for the purpose of safeguarding
YIEGA2ylf aSOdzNAGe dQ

Where Part Il is:

Wol 0 GKS NI OAlhédadlbj&tii Ky AO 2NAIAY 27F

(b) his political opinions,
(c) his religious beliefs or other beliefs of a similar nature,

(d) whether he is a member of a trade union (within the meaning of the [1992
c. 52.] Trade Union and Labour Relations (Consolidation) Act 1992),

(e) his physical or mental health or condition,
(f) his sexual life,
(g) the commission or alleged commission by him of any offence,

(h) any proceedings for any offence committed or alleged to have been
committed by him, the disposal of such proceediogthe sentence of any
O2dzNIi Ay &dzOK LINBPROSSRAYy3IaodQ

Where Part lll is:
Wol 0 GKS LJzN1J2&aSa 2F 22dz2NyIFfAaY:
(b) artistic purposes, and
600 tAGSNINE LIzZNLRaSaoQ
(The Data Protection Act 1998)

This raises thewpstion about the ultimate goalf governmerii > ¢ KSGKSNJ ( KS@

0 KS LishchlfasSb@em constant sourcéor conspiracy theories and paranoia.
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This can be related to the issue of privacy and whether or not the government has

legitimate cause to conduct their surveillance operations. Marportantly if they do have

cause then who is responsible for setting out what is needed to indentify such dathse.

people in control are setting less and less stringent conditions to put citizens under

observation, how can we be sure that the causg@ust?

While there are many levels of government and procedures in place to prevent such actions,

the governmenal agencies are so compartmentalised that it would be unsurprising to find

that there are surveillance operations running that have no relevanogurpose and have

been forgotten abouby higher authorities
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Fig 1- Democracy and Dictatorship, Sangrea.net

We¢KS O2yOSNYy Aa
subject to good governance, the rule of law, and strict checks and balénessijs a
risk that national security may simply serve as a pretext for suppressing unfavourable

L2t AGAOI f

(Wikipedia 2009
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Under the umbrelladf WG KNB I G G2 yIFGA2y I &éOdeAdydral) (KS =
information stored anywhergby anyoneandat any time. To understand thewocerns of

the online communitythe concerns of citizens in general need to be considered, looking at

security concerns and privacy issues in the broadest sense

W, SG6SSYy wmp
|.

YR onn YAffA2Y Ll2dzyRa LISNJ @&
Ay@2t OAy 3 ¥

n
y SaltAYFGSR wnnnnn OFYSNI ao®dQ

(Privacy International2009

CCTV penetration parallels the online secutli®yploymentin away that could lead people
to accept the changes being made or perhaps not even notice thenwasitl be

something they jusaicceptin the name of protection.

We¢KS 2dzZAGATAOIGAZ2Y FT2NJ // ¢+ Aa aSRuWzOGA @S>
to the Scottish Office on the impact of CCTV, Jason Ditton, Director of the Scottish
Centre for Criminology, argued that the claims of crime reduction are little more than
FlydGlraeo Wit 6S@Ffdza GA2ya FyR aifrIQAzadA 04
CKS . NAGAAK W2daNYIf 2F / NAYAy2f23& RSAONAR
STF2NIla o6& (GKS dzy iNI AYySR FyR aStFT AyiSNBa

(Privacy International)

There are television shows that actively seek to prombimportance of the monitored
societyby producingshows using nothing more than CCTV footage from shops, city centres,

and police vehicles.

This leadgo the beliefthat it isacceptablefor so many cameras monitoring our every
move, to the pointvherewe do not take any notice dhem as they have become common

place and seen by many as a good thing.

There is a high probability the same thing could happen to the online community.



TKSNE O2dzZ R 0I5 RFY Qi i fusi e SAINE Wishd2( ( KQAT | £t 26 Ay .
more stringent security and surveillance measures to be placed on a so called public

domain. Should the benefit of possibly catching a terrorist out way the definite invasion of

privacy that this would entail?

Civil libertied NE FNBESR2Ya (GKIFIG LINRPGSOO (GKS AYRAQD
(Wikipediag 2009

Corporations would be the first to feel the impending crackdawitin online security

measures as they have to make sure they trade fairly and abide by alidaNew them to

continue trading.
Who@A2dzat e @2dz KIFI @S G2 6S O2YLIX ALYyl 6A0GK
think people get a bit paranoid about sort of data protection as a whole and there

are a lot of companies out there | think making a lbimmney out of scare stories
FYR FEFNYAY3I LIS2LX S F02dzi &2dz (y26®Q

(Edwards, 2008

It is interestingthat there are organisationset upto battle for our rights on a daily basis

against schemes designadd advertised a%br the greater goo@

Surprisingly 23% of people surveyed agree with the staterdehtS a K2 dzf R K| @S |

O2YYdzy AOF A2y a Y2yAG2NBR &2 LIS 2chdfipseddok 2 I NB R

44% who disagreed.

WOPPATF @2dz KIS y20KAYy3I (2 FKARS @&2dz aKzdA

(Questionnaire Submission,&008



Hey! What about
my privacy??

2T ZTON
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\,/ They say that people
who worry about their

privacy have something
\ to hide ...

Fig 3- Privacy Shower Scene, Sangrea.net

It is possible that they all agree with the statement in the strongestsebut it is more
likely that it is a graduated agreement. Not fully understanding what would be gipen

order to achieve such a goal.

Nothing would ever be secret again, all phone calls would be recorded, all data everywhere
would be catalogued and stored and all transactions would also be recorded. Is it right for
any individuato have suclpower overinformation and wouldhat power corrupt. Recently

the membership list for the British National Party was uploaded to the Internet by a
disgruntled formemember. Gonsequentially a police officer has been suspended for being
on the list. While it is illegal formember of an enforcement agency to be a member of a
political party, should actions be takes the information wasupposed to bgrivateand

nobody had any reason to suspect him of member8hip



WLY 2NRSNJ F2NJ OeoSNARLI OS (2 06S LRftAOSR:
monitored. Ed Giorgio, who is working with McCelhon the plan, said that would

mean giving the government the authority to examine the content of amgai file

transfer or Web search. "Google has records that could help in a-twestigation,”

he said. Giorgio warned me, "We have a saying mhhsiness: 'Privacy and security
areazered dzY Il YSPUHQ

(Schneier2009

The government has a hard enough time ensuring the secuiripersonal and private data
they already hold on usuch as tax information, with many reports of lost and fouitesf
and USB keys with thousands if not millions of records on. Would wetkisggovernment
to keep a quantity of information several orders of magnitude larger? While technically
possible to keep track of all information, we need to look at whethex vtorth it. If it will
cost£10 to catch a criminal bi500 to install a system by which they might catch him for

free, is it worth it? Do the ends justify the means?



Chapter Two

Encryption and Code Breaking

Historically the issue of securityal been high on the agenda of every government with the

threat of war, a threat that still exists today.

During World War Il the Germans had a strategic advantage over the allies due their code
cipher that was thought to be unbreakable. That cipher waleddtnigma and the allies

enlisted the help of the top minds at the time to try and crack it.

WLY (GKS &dzYYSNJ 2F mMopodp> | avyrtft G4SIY 27F C
Code and Cipher School's (GC&CS) new home at Bletchley Park, Buckinghamshire.
Theirmission was to crack the backbone of German military and intelligence
O2YYdzyAOFGA2yas GKS 9yA3aYl OALKSNPQ

(Government Communication Headquarte2609

At atime of heightened national security in 1939, the people involved in the decryption of
the Engmacipherworkedin huts at Bletchley Park, each hut working on a separate
objective but never knowing what their ultimate goal was. No individual directly working on
the project was allowed to know anything other than what they had to docan&ue

called compartmentalisation.

2T FSNE

WLy ¢dzZNAYy3I NBIFEAASR (K N ay
YSIEYyAy3 A& 1
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2F SyONRBLIWSR GSEG sK2a$S (NHz

()

(GCHE Government Communication Headquarters)



Whilethest £ S 2F GKS 2LISNI A2y gl a& AYLNBaaiaAgdgsS |
g2N)JAy3 G . tSGOKESe tIN] Fd GKS KSAIKG 27F 0
Ffaz2 OFftftSR W{GlFIiAz2Yy - Q® b2l o0SOIdmuaf 2F aSON
station to be opened to tackle such problems during the war. Bletchley Park and others like

it were sent messagdby courier and then by teleprinter which were picked up by listening

A0l GA2Yy3A00HRARERQVWIKIE O ¢ 2 dzfirRaves foytdansmissions @ Y2 y A
Any citizen with a HAM radio at the time could apply to becatié+ 2 f dzy G F NB® Ly i SND

and monitora specific frequency.

W[ A &G Sy Agha Yshatiohsi(suich ¥sithe ones at Chicksands in Bedfoedshir
and Beaumanor Hall in Leicestershire, the War Office "Y" Groug ¢t@h)ered raw
aAIylLrta F2NJ LINRPOSaaAy3da i .ftSGOKESeQ

(Government Communication Headquarters)

alye 3F20SNYYSyld 2LISNIiGA2ya Ay@2f @3S WySSR (2
secuity but does this mearthe problem at the moment is naine oftoo many people
knowingindividuak(nformation butone oftoo few peoplewill? If there is no context for

the informationwhichis held then there is surely a further danger that it could be

mistreated with the thinkf’ 3 WA G 00 yAQYGLID NG HiyKG Q K

¢KS FIFO0 A& GKFG LIS2LX S glyd G2 1y26 6KFG A&
but also to determine if there is a threat to them. Dugitimes of war this sense is

heightened and more and more effort is put into monitoring and decrypting opposition
communications. Not only that but more effort is put into the encryption of their own

communications with the knowledge that the enemy willd&ively doing the same.



The Enigma Machine was the answer for the Germans during World War Il but the
methodology and technology have evolved and the same principles are still being used
today. The threat of detection and the fear that people who are intgnded to be
receiving the information may be reading it has driven the legitimate and the illegitimate
development of encryption technologies.
wgyéwﬁ I:Jl'j AZyooo3A dSa ONAYAYlIf&a FyR GSNNENA
FOUAGBAUASAQ
(Denning and Bagh)

Understandably thengovernments want to have access to all information flowing through

the internet If global access to all internet traffic were availabléh the justification that

September the 1 would have beemrevented as a resulthen a large percentagef

peoplewould agree. However even if all traffic was monitored and decrypted, there is no

guarantee the atrocity wouldctuallyhave been prevented but there is a guarantee that

LIS2 LY SQ& LINAGI O8 ¢2dzf R KIS 0SSy ANNBOSNEAOC
WLGt B2y¥2 0 65 FSIFaAaofsS G2 RSONBLIG SOSNEBUKA

(Denning and Baugh)

WOYONBLIIAZ2Y Aad ONRGAOIFE G2 odzAf RAY3I | &S
AYTFNI a0dNHzOG dzNBE F2NJ O2YYdzyAOF GA2ya FyR St S

(Denning and Baugh)

¢CKSNB IINB Ylye ¢gSoariasSa @rAtlroftsS GKFdG 3IABS
on the internet. From setting up internet access through fake names to having all your
internet traffic run thiough a proxy in another countryn the case of filssharing the most

LJ2 LJdzf F NJ YSGK2R Ada || WaSSROZ2EQO®



CKAA Ay@2f@Sa aSGaGAyYy3 dzLJ I aSNIISNJ dacées | O2Y
tNBY2(3iSteé FNRBY |yegKSNE Ay GKS g2NIR® ¢KSe& d:
nume?2 dza 2 OSNBSI A f20F0A2ya YR R2y Qi {(SSL) Fye
for spam email and illegal content distribution.
W adzZl f e €2dzNJ 6S060 K2alAy3a LINPOARSNI gAff
W2 S gAff y20 aKdzi AFdeQR26Yy RdzS G2 O2YLIX |
(BP Hosting2009

While this is an expensive option for most, they are widely used

WodzZA f SGLINRE2F K2adAy3a:X YR AdGUa KAAG2NROL €
againsttakeR2 gy STF2NIa o6& ¢ SyFT2NOSNAR 2 NJ LINJ

(theregister.com2009

The problem is that government does not know enough about the way the new online

protections systems work, so even if they catch people and sentence them there are a

myriad of different ways to overcome them.
WHGKS 2yfte LINI OlGAO!I ffor&amedsbar bykhe damddlzZf A y3 KI R
Dynadot to suspend the Wikileaks.org domain name. The site remains reachable by
accessing its IP address or alternate domain names such as Wikileaks.be and
wikileaks.in. That's akin to removing a person’'s name from tha@lhook but not
RAaO2yySOlAYy3 KAA LK2yS»Q

(theregister.com)

The progression from times of world war, theS¥ations and Bletchley Park is clear when the

LINARYOALX Sa 2F G2RI@8Qa AdzNBSATELFyOS IINB t221S



Exchange analogue radio signals for digital intecmenmunications and there is the same
task and the same problems but now not just focussed on an external enemy but instead

focussed internally on the very part that makes a country whatgtitis people.
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Fig 2- Busybodieslownthe Ages, Sangrea.net



Chapter Three

What Data is Out There?

The Internet is growing. People are using it more and more for activities that would have

seemed impossible not so loago.

PeerTo-Peer is an Internet distribution network allowing users to share content without
using dedicated servers or utilizing bandwidth. The users share information directly with
SIFOK 20KSNJ dzaAy 3 | Oty ihe\dldvantinfoRnatiniitdithe@driddill) & K A

location.

W{ dzOK \cBriamjaudlip,aideo, data or anything in digital format, reahe
data such aselephonytrafficisalsdlJr 8 8 SR dzaAy3 tHt GSOKy2f 23

(Wikipedia)

Many small businesses use pderpeer to keep distribution costs low as constant
downloading from web servers ressih high server costs for the client and slow download

speeds for the customer.

WmnaollAADgyggOh oDI 1 Ad LINROS
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(The Whir)

VoIP telephone services such as Skype also usetpgeer networks to enable phone calls
over the Internet for free for this very reason. So why then is there so much controversy

over the use of such technologies?


http://en.wikipedia.org/wiki/Voice_over_IP

There are clearly many benefits but the government is so adamant about stricter
regulations, more stringent monitoring and new legislatihich meangnternet service

providers have to track the content.

In order to understand th@rocess of monitoring, contemteeds to be clarified. Conteimt
this casecould be regarded as something that a person has written in an email or a picture
that has been uploaded but actuallyis anyhing sent or received by anyone over the

internet.

Contentis often classified into diffent data types which are split into small packets of

information which is rebuilt at the destinatioMore and more commonly though the
RSAGAYIFGA2Y Aa y2G Iy AYRAQGARDZ ft Qa aeadisSyz N
been known by many names airginot a new phenomenon but only recently has it become

so ubiquitous.

Wl f K2dzZAK Of 2dzR O2YLJziAy3 A& Fy SYSNHAYS
been around for a few years. It's called cloud computing because the data and
applications existonp Of 2dzZRh 2F 250 aSNBSNERPQ

(Srickland)

The sound of cloud computing seems to lend itself to corporations and large organisations
who needinstant,global access to data and to run multiple applicationgortable devices
simultaneously. In fact this is partly true however tinest consumer penetration by cloud

computing is online email.



People who use Windows Live Mail (previously Hotmail) or Googlehiaghad access to

the cloud for many years and information is accessible to them wherever there is an

internet connection and a web browser. The technology has come a long way since then and
there are now versions of Microsoft Office and various otinee programs available to use
through a web browser, without the application being run on the lenachineOne

example is Google Dotisat actsasaword processor allowig people to write, save, edit

and format a document entirely in a web browséaiking the strain off théocal machine
Applications like this are occurring more frequently and people are using them with little or
no thought about the wider implications of such data being virtual and not phiysied to

their machine.

Even mobile internet devices have had their own specific pages made so as to be able to
access the same information with a much smaller screen than a standard computer and
tailored information to reduce download times, which is becoming lesslesglof an issue

with increasing mobile broadband speeds.

One aspect that people have not realised is that if all of their information is stored on a third

party system such as Google Mail, tempanyO2 dzf R (dzNYy | NRBdzyR ' yYR &l

goingtochargefortli ¢ 2 NJ 2dzad RSye& I O0S&aa G2 AG Fdz £ a
G2S 2FFSNI I ydzYoSNJ 2F aSNWAOSa GKIFG R2 y2

provide any personal information to us, such as Google Search. In order to provide
our full range of services, we may collect2iNXY I G A 2 y €

(Google, 2008



Google search and Windows Live search are very powérdalinternet tools and
information about what people have searched for is recorded but if people want to use any
other services with either company thehey have toregister andgive some personal

information.

Google are trying to be transparent about what information is stored and how they use it,
also detailing that they do not allow access to the information stdoedny third parties

unless they are partnered with Google agken then the information is limited.

G2 KSy @2dz aAdy dzLJ F2NJ I D223tS 1 O02dzyid 2N
requires registration, we ask you for personal information (such as your name, email
address and an account password). For certain sssyguch as our advertising

programs, we also request credit card or other payment account information which

we maintain in encrypted form on secure servers. We may combine the information

you submit under your account with information from other Googieises or third

parties in order to provide you with a better experience and to improve the quality of

our services. For certain services, we may give you the opportunity to opt out of
O2YO0AYAYy3d a4dzOK AYTF2NNI A2y d¢

(Google, 2008

G2 KSy @&2dz I OndcBsicur sénge autolatiéalfy record information that
your browser sends whenever you visit a website. These server logs may include
information such as your web request, Internet Protocol address, browser type,
browser language, the date and time afuyr request and one or more cookies that
Y& dzyAljdzSte& ARSY(GATFE @2dzNJ ONBgaSNWE

(Google, 2008

Importantly Google specifically say that they are using information to identify you but only
while you are accessing Google services. Google recently launchedwimeweb browser
called Chrome, while initial focus on the application was how it performed there were

people looking at what happened to the information.



{AYAT NI & (2 6KI(G KIFILIWISya ¢gKSy &2dz I 00Saa D2
browsers Sy i GKNRdzZK D223f SQa aSNIBSNA FTANRIGISD® LYy
you were doing, where you were doing it and at what timegardless of if users were trying

to access a Google page

The information they have can be assed at any time by governmeon a caseby-case

basisbut this could change if the government has its way.

G2 KSy @2dz aSYR SYIFAf 2NJ 20KSNJ O2YYdzyA Ol GA
communications in order to process your inquiries, respond to your requests and
AYLINR OGS 2dz2NJ aSNIBAOSa b

(Google, 2008

The prollem is that if requested by law, neither the company involved (in this case Google)

nor the USgovernment haveo inform you for three months.

WiKS adGlraddziS o!'{ /2RS HTnp®d 5StIe8SR y20AC
government just asks for the datind the court finds that “there is reason to believe
GKFG y20AFAOFGA2Y 2F GKS SEAaGSYyOS 2F GKS

(Rasch

Thereis little chance for appeal due the information already being traitted and the

person who is the subject of the investigation having no knowledge that it even happened.

Wt dzGGAYy3 FaARS (KS aSOdzNAGex RFEGF adG2NF 3S
pesky issues associated with doing business in the cloud, aenfiental issue

remains: Your data is being hosted, stored and transmitted through a third party. As

far as the law is concerned then, that third party has control of your data and may

therefore be subject to a subpoena for your data, often without youndeage or

FoAtAGE G2 202S00®Q

(Rasch



In one particular case theSgovernment simply forgot about the notification altogether.

GwdzZt & OFYS YR ¢Sy a RAR ! dAdzaGz {SLIS
January, February, March, April and May of 2007 betfoeegovernment finally got
FNRPdzyR G2 GStftAy3a 21 NBEKF] GKFGd Ad KFR 0SS

(Rasch

With more and more people using the internet for communications, the market for
advertising is increasing. In order to make the advertising less invasiva@medapplicable
to the user, personalisation techniques are employed to try anderibk advertising more

relevantwhich in turn would make advertising more effective.

Currently advertising is personalised by geographic location identified by the 1Bsaddr

from which people access the internet and by keywords that appear on the page. The
advantage of using this within the cloud networking system is that the keywords can be
fAY1SR (2 AYRA QA Rwithif énails angf doRuiidnts &tdredl gn Ghal® K | &
Mail and Google Docs. Google employs thdwertisingsystem by using a subsidiary called

AdWords.

WONBI 0S Ra FyR OK22aS (Seg2NRAI GKAOK | N
business. When people search on Google using one of your keywords, your ad may

appear nexto the search results. Now you are advertising to an audience that is

already interested in you.

(Google, 2008
Wwa2dz Oy FTROSNIAAS (2 LIS2LX S aSINOKAy3 2y
Google's search results, AdWords can help you target new angdiem Google and
2dzNJ F ROSNIA&aAYy3d ySig2N] oQ

(Google, 2008



There is little wonder then that governments are eager to get on side with companies like
Google as they would indeed be very useful in a criminal investigation. Not only would they
have access twhat was sent, when it was sent and to whom but also they would have the
IP address from where it was sent too, speeding up the process of catching the suspected
criminal.
WthinkiQa NA IKd 6S KIS GKS FI OAt A kRereisz R2 A
UKIFO ¢S UNBFOG LIS2LXS fA1S IRz GaodQ

(Edwards, 2008

Microsoft employs a similar systeto provide personalised content but does not go so far

as to provide personalised advertising.
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(Microsoft, 2003

W2 KSy ¢S RAaLIX I & 2yftAyS FROSNIA&aSYSyida G2
your computer in order to recognise your computer eacle tve display an ad to

you. Because we may serve advertisements on many different Web sites, we are able

to compile information over time about where you, or others who are using your
O2YLJzi SNE &l ¢ FyRk2NI Of AO]T SR 2y GKS | ROSN

(Microsot, 2008)

The moral way forward for advertising online should be one of personalisation and privacy.
W¢KS D223tS alAf &aSNWWAOS AyOfdzRSa NBt SOy
IP address, content of messages and other information related tougsuof Google
alAf ®Q

(Google, 2008



Personalisation gives people relevant information in relation to what they are looking at but
privacy gives them the knowledge that what they are looking at is not linked to trem

being recorded|f the combination can be found thatorks and is effectivahere is no
reasonwhy similar thinking could not be applied to online communication in genknaday

be possible but will it ever be allowed to deployedwith such privacy detracting from the

amount of control authorities hae overpeoplestcommunications?

Phorm have been developing the idea of personalised yet anonymous advertising and have
releasedsomething called the Open Internet Exchange (OIX) and/éétawise both
targeted at ISPs and advertising agencies.
W¢KS hL- LIIFGF2NY O2Y0 Ay SpendingPhorindd a SR L {t
serving technology to help advertisers and ad agencies reach their most valuable
customer segments with unprecedented precision, whilst giving publishers and
networks morepoted A I £ @I f dzS FNRBY S@OSNE R atz2doQ

(Phorm 2009

These services combine to form a framewbikm which any ISP or advertising agency can
work within. Due to the personalisation working at ISP level theneuish moreof a
ubiquitous advertising system that shouid longer put off internet users. The results will
be relevant to the individual rather than the page they are viewidgjle maintaining their
privacy.

Wt K2 NYU3a dzy A Lintlk8 majoSsddtci eniredlodsn't see, capture or

store any persoally identifiable user information whatsoever and does not store any
ONRBGAAYT KAAG2NE 2NJ dzZASNJ A4S NOK GSNXaoQ

(Phorm, 2008



The basic principle comprises of each user being assigned a randomly generated number, so
no tracking of IP address and no enterofgpersonal information. Each web page that the
ydzYo SN gAaArada A& O2YLI NBR (2 -citépkries/tfieedod Q f A1 S
of theweb page is then instantly destroyed and nesgetuallyrecorded so nobody can
F O0S&aa (KS Ay T2NYLI (A 2ay sgst®rd [Thigctnngl thenRligpfygsy QG S E
ads that match it and relevant ads appear on the page. So when the user leaves the page, no
record of it kept.

Wt NA G O8 T ROAA2NE FANY ynkHn C¢CKAY(lAy3 KI &

Impact Assessment (PIA)Riiorm and concludes that the company has embedded
O2yadzYSNJ LINR @I Oe Ayda2 AdGa LREAOASAIT LINI O

(Phorm 2009

Unfortunately Phorm themselves were maintaining their own privacy at the start of their
testing phase by illegally trialling tHieamework without useszonsent with BT. People

were subjected to the test and had no knowledge of anything in progress.

If the system operates the way it should then there would be no problem but if the system
was flawed in some wayvhich is why testing is done in the first platie¢n the amount of

personal information collected about individual users would cause an outrage.

W . hés admitted that it carried out secret trials of the Phorm technology in late
Hnnc ®Q

(Harvey, 2003

In response to critics to the system arguing that it is too intrusivedid,

Wh 2 LIS Méngfighly Liseradata is stored as part of Webwise. Only the links
between a random unidentifiable numbers contained in a cookie and advertising
OFGS3I2NASa INB ad2NBR Ay (GUKS agadsSyoQ
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(BT, 2009

The question of whether or not the service is too intrusive is a complex one that will

dzy R2dzo 0 SRf & 32 2y TF2NJ a2 YSophAdBQ ol NiKyS> a8
people are free to refuse to participate and if the service operates the way it says then no

data will be held about an individugljust a number. This method of thinking could be used

in real world applications as well as theamet in the broadest sense, allowing the

preservation of privacy and the benefit of personalisation and anonymity. The question that

needs to be asked though is: Do we want to be just a number?



Chapter Four

Rights and Violations

Communication has evoldeas everything does, and as such will keep evolving. How we
deal with the changes brought about by that evolution ultimately affect the way we
ourselves evolve and how we communicate. The Internet brought about a revolution in
communication allowing neanstantcontactwith anybody connected. Even now
communication is evolving, witbocial netwaks being the driving force the most recent
accelerationcreating a new way for people to interact in a new environment. The advent of
MySpace and Facebook meadhat not onlywasthere an online space for people to detail

their opinions and see who else shares them but a new position of responsibility for the
individual to showcase themselves, especially with MySpace which has become the
favoured online music ptform for up and coming as well as existing musicians. Some
people, in particular people in power such as governments or dictators, may view this as too
much freedom as the Internet is globally accessible and therefore anyone can read anything

anyone hagosted.

{LISOAFAOLEtE® AF Fye OAGATSY W20SNRGSLA GKS VY
will receive at the very least a letter and at most a criminal record. This could very easily

lead to censorship of all content on the Internet with thiew that it could be a security
O2yOSNY 2NJ I GKNBFG G2 F ylraA2ya aSOdzaNAGe K2

right to the freedom of speech.



WCNRY (G662 AY HAannuI (GKS ydzYoSNI 2F I20SNYYS
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(Faris, 2008

So what happens when an individual voices an opinion that is detrimental to a third party?
W{2dzil K Y2NBI Yy LBekissedkibgftaicragk8dvn endhdzyitarnet
community which has helped intensify and focus criticism of his unpopular
governmet, by introducing a Cyber Defamation Law...Korean journalists have

criticised the proposals as a threat to free speech. Six Korean portals and search
SyaaySa KIFI@S GSIFYSR dzZll G2 2LJ1RasS GKS LINRL

(Cates, 2008

Lee Myungbekis an example of a govament using their power to abuse the privileges of
their people to suit their own needs. Lee Myubgk has introduced a new law to essentially
control the content on the Internet in South Korezimilarly in Burma, political dissidents

were sentencedor posting on a blog.

Wy AYGSNYySOG 60ft233SNIFYR | gNARGSNI K2 RAA&:
form of a love poem were among dozens of activists sentenced to draconian jail
terms as the junta ordered a fresh crackdown on dissid@nts.

(Parry, 2008)
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don't realize is that when they give up privacy then they will ultimately become less

secure. The difference is that the "enemy" changes. It may not be terrorists any
longer now it is the government or the rogue elements within govedry i ® Q

(Willingham

The ultimate goal is the balance between privacy of information and the protection of the
people. Thinking about them as opposites may not help matters, it is possible to protect the

people without forcing them to surrender their freech and anonymity.



WLYGSNYSG OSyaz2zNEKALI YR adzNBIAQEI WAR AIARE
to identify and document Internet filtering and surveillance, and to promote and
AYF2NY SARSNI Lzof AO RAIFf23a | 0602dzi &dzOK LIN

(Open Net Initiative2008)
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access to the Internet is encroached upon by government organisations seeking to know

what everyone is doing all the time. Without them there is a very daager that there

g2dzZZ R Ft NSFR& 0S | @SNE NBIf WLYGSNYySia LRt AC
peoplehave access to online.

W2 2NJ LX I OS St SOUGNRYAO &adzNBSAtftLFyOS A& I f a
(Thomas and Loadgr

The media plays out dtinds of worst case scenarios but these tend to relate to public
domain information. There arthousandsof organisations, companies and other places of
work that communicate via the internet, smuldthey be seen agustabigW¥ (i K N3®w db Q &

companies like these exist with tmssibility of such harsh views?
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(Edwards 2008
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card numbers and bank account details but they do collect and analyzedibly large

amount of data Could this technology not be used to retroactivielyestigatea LJS NB 2 Y Q &

information, with propemreasoningand a courtorder?



SIZNLINRKA aAy It e D223fS YIe SyR dzLJ 6SAy3 (KAa
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motives and pactices need to be carefully monitored to ensure no breaches in antitnust

civil liberties.Influence leads to controtontrol equals poweland Google influence large
amount of data on the internet by their search algorithm alone.

Wwp223fS KlFIa NBO2NR&EAVIES A 02Idi R2 \KSt LI AY
(Giorgiq 2009
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(Bartow)

The government is under pressure from the film and music industries to preveshfleng
and copyright infringement. The proposed solution for this is a three strike rule by which
you will be warned and then cut off by yountérnet serviceproviderif it isdetermined that

you are downloading and sharing copyrighted materials.
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Is this all just media hype thougltds reasonable to assume that newspapers want to sell
more newspapers and TV channels want to attract more vievlgrpublishing stories
about worst case scenarios when the actual threaitdsas great wouldertainly a way of

doing so.

Hopular manifestatiorthrough the media...has often focused upon speculation
about the detrimental effects of ICTsupon2adiza | 4 LJSOGa 2F I ¢

(Thomas and Loadgr
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Surely he three strike rulavould be breaking current data protection law by sharing
Internet traffic data wih other Internet service providePaViore serioushjhoweverthey
would be recording what every person was doing on the Internet at any given time. This
amounts to an online versioof a phone tapwhich requires reasonable justificatiamd

needs to be approved byJustice Minister.

If we entertain the ideausing the same principle d@se phone tapping proceduras a base
model for comparisonit soon becomes clear that even if the government did in fact enact

this three strike plan, itwolRy QG ¢ 2 NJ| @

Firstly, the government listens to around 2,@(phone conversations each year.
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(digitalrights.ie)

Secondlynot all ofthem were correcandthe people having their conversations recorded
would not be able to appeal due the covert nature of a phontap. In the context of the
three strike plan, people would be notified by letter three times before their connection

would be cut off.
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(digitalrights.ie)

A phone tap, opossibly a web tap (?), must be approved by theigasiminister personally
and the only way you can apply for a phone tap is if you have reasonable cause to suspect

wrong doing on the part of the individual or group accused.



So they must have other evidence to support their need for a phone tap, but icatbe of a

L1l23aA0fS WgSo GlFLIQ y2 20KSNJ SOARSYOS oAttt 0S8
forcing Internet service providers to instigate what amounts to the same as a pghprit

on all its customers all the time

WL y Tign\shouldibe available to everyone (concerning things like politics) but
RFEY3ISNRdza AYF2NNIGA2Y &AdzOK |4 aK2g (G200¢
the wrong hands should be monitored by (i.e. in Europe) the EU but not by the
ALISOATAO OGN W ENE @ 32

(Submission 37. QuestionngiZo0g

7 A

LT (K LY tEe BiskbdayiSpatin®&ffect, the part dhe Internet service
providersto ban users who download illegal contenill be soured with many wrongful

accusations and subsequentg@jations for compensation.

>+
Qx

WL{t! A& 62NNASR lo2dzi GKS O2ad G2
O2LRNARIKG AYFNAYyISYSyd GdzNYy 2dzi G2

(@]
(0} =
>+
< <
< )

(Internet Service Providers Associati2®08)

So the Internet service providewsould need permission fogach individual they targeted
andeventhen they would require reasonable cause $orch an action to be undertaken

along with subsidisation from thie case they accidently target the wrong users. So why are

GKS 320SNYYSylG adAaftft LzKAy3d Ad AF S@OSy GKS

success?
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(Internet ®rvice Providers Associatid2003



This ign stark contrast to Comcast, a large US cable service provider who has been in legal
battles recently after being sued for deliberately sacrificing geepeer bandwidth under

GKS LINBISKOH LAY IQG NRTRNEAIADS (KS aiNIAYy 2F (KS

A Comcast customer filed the lawsuit after being fed up with slow speeds while using

peerto-peer software.
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(multichannel.com2009

A few months later, a few more Comcast customers had a similar qualm and responded in
the same way by filing a similar lawsuit which prompted a ieéthe compg @ Q& LJ2f A OA S
and practices on managemeaot their network traffic for specific protocols.
WoddOf I AYA GKIFG &ASNIAOS T NEBI dzSsfidniigé & ( 2 LI
FLILX AOFGA2YyaQ

(multichannel.com2008§

Whereas the lawsuit wasxpected to get thrown out, surprisingly eight months later an
independent researcher giovered that Comcast had been throttlisgrtain peefto-peer

protocols.

W/ 2YOlFad ¢l a aAaSONBGfte GKNROGEAY3T . AlG¢2NNS

(theregister.com2009



Peerto-peer data distribution does not mean copyright infringement and so people need to
stop fighting thetechnologyand rather themisuseof the technologyThey need to rethink
their own distribution arrangement anstart working with peetto-peer which is an

excellent way to distbute data while maintaining low costs to the provider.

A successil adaption of such technology is Napster and the transformaioits music
servicefrom illegal to legal. For a low monthly charge you can download and play as much
music as you like, transfer it to an mp3 player for a small amount extra each month or burn

to CD with a oneff payment.

The idea of filtering the internet is not a new one. Censorship has been around since the
start of recorded history and probably before that but that is what filtering equates to.

There aredegrees of net filtering such &s control bandwidth ando control access which

have somewhat understandable actions but filtering to control content is censorship and is
pervasive in many eastern parts of the world. No surprise that the areas with political
content filteringare the same areas that have unstable governments or dictatorships. This is
something that should not be encouraged or even considered in supposedly stable countries

and yet, if governments had their way this is how things would8ee Appendix A)



Conclusion

In researching the topic of this dissertation it became apparent thamhy people are
interested init and subsequently feedbadkom the questionnaire was moreelpful than
expected The questionnaire was designed to get as muchmtjtadive information as
possible while still having the opportunity to give personal opinion without feelinghigg
had to write an essay. By limitiniigto 10 questions the questionnaire appeardubst and
quick whileonly havingone question with @ext box made it easier for people to write

something relevant withouheedingto put in a lot of effort.

The research sources are predominantly internet based, from blogs of people who have a

view on the topic to newspapefs 2 Yy f senéeSand_gBrnment websites. The point

being to show how much information is on the internet and how much it has become an
AYOGSAIANIE LINI 2F YIlye LIS2LX SQavethdit&redn 2 KA T S
their homes andhat statistic is only gag to grow just like the percentage that own cars

and a telephone. Thienportant thinghere is that global communications are evolving

thanks to the internet and there are governments that are threatened by the thought of

cheap or even free communication with féifent cultureswith the inevitablity of learning

about information not normally readily available to citizens.

There are a lot of political aspects tonsider whemnderstandingvhy things are the way
they are Often they are clouded in smoke and mirrors with the very natoir@olitics

making clear and valid arguments difficult to get to.



This is the major mblem with privacy and securityot just in the online communitiut
universallybecause politicians are ultimately in control and their goal seems to be the
continuation of that cotrol. Sayingvhat people want to heaand doingthem are two

completelydifferent issues withirpolitics

The interviews were of great insight, providing a look at how a corporate entity deals with
the constantly shifting battleground that is global online communicatidith so many
countries onlinat is inevitable that there will be a focal point at which the world realises a
standardised method of controlling the internet needed Notcensorship or monitoring

but morewhat justification is eeded to obtain information, whatan be recorded by
Internet service providerand when Theemphasisieeds to beon the behindthe-scenesof

the internet rather than directly fhectingusers and their rights.

The title still does not accurately represent the focus of this dissertationiss global topic
with millions of different opinions andeeminglyjust as many laws to go with them. The
title underwent much iteration beforan adequateone was found that was broad enough
to outline the overall direction as well a@me focus to maintain it within 9000 wordshe
topic isthe cause of much debate and argumesatis something that cannot be resolved
over night.While not needing to be settled over night, there is sufficient cause for concern
that the issuegliscused are only going to increase over time. The main concern is that
governments will step in without full knowledge of the systesnsl incorrect assumptions
about their actionspnly succeehgin exacerbating the situatimand leading to the internet
consumingtself. In response to the question set in thide, the way legislation is
progressing there is a real danger of privacy being neglegtttdthe hollow justification of

protecting the nation from cybecrime.



Appendices

(Appendix A)
Global Content Filtering by Type

Political Content

Levels of Filtering: . Pervasive . Substantial . Selective [] Suspected |:| No evidence

Content thd expresses views in opposition to those of the current government, or is related
to human rights, freedom of expression, minority rights, and religious movements.

Social Content

Levels of Fitering: [ Pervasive [ Substantial  [[] Selective [ | Suspected [ | No evidence

Content related to sexuality, gambling, and illegal drugs and alcohafelhas other topics
that may be socially sensitive or perceived as offensive.



Conflict and Security

Levels of Filtering: l Pervasive . Substantial . Selective D Suspected D No evidence

Content related to armed conflicts, border disputes, separatist movements, and militant
groups.

Wh2 RIFEGIFQ aSO0A2Yya RA aLdessadily indicateThbsBneedof fittebirgy R G |
practices.



(Appendix B)

Questionnaire Results

1. How often do you use the internet?

Response Response
Percent Count
Once a week D 1.8% 3
Onceaday [F— 20.2% 34
More than once aday | 78.0% 131
answered question 168
skipped question 0
2. Do you use online email? Google Mail? Hotmail?
Response Response
Percent Count
Yes | I 91.1% 153
No [ 8.9% 15
answered question 168
skipped question 0
3. Do you worry that people may be able to read your emails?
Response Response
Percent Count
Yes | | 34.7% 58
No | 65.3% 109
answered question 167
skipped question 1
4. Do you buy things online? Ebay? Amazon?
Response Response
Percent Count
Yes | 91.1% 153
No [ 8.9% 15
answered question 168
skipped question 0




Responses to question eight are in Appendix C.



