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Introduction 
 

There is an inherent paradox with security and privacy issues surrounding the Internet. They 

seem to be unable to work in harmony even though their definitions are exclusive of each 

other. This could be due to pressures from the music and film industries with regard to file 

sharing but also the paranoia of various government agencies that feel their responsibility 

for protecting their nation stretches to knowing what everyone does with every piece of 

information and communication. Is this accuǊŀǘŜ ƻǊ ƛǎ ƛǘ ǘƘŜ ƴŀǘƛƻƴΩǎ ƻǿƴ ǇŀǊŀƴƻƛŀ 

ƎŜƴŜǊŀǘŜŘ ǘƘǊƻǳƎƘ ƳŜŘƛŀ ōƻǘƘ ΨŦŀŎǘǳŀƭΩ ŀƴŘ ŦƛŎǘƛƻƴŀƭ? Could it be newspapers reporting on 

supposed clandestine operations with a certain poetic license or Saturday night television 

such as Spooks taking real threats and situations into our living rooms and making 

everything seem very plausible that is responsible for the feeling that big brother is always 

watching? 

Sacrificing anonymity may be the next generations price for keeping precious liberty, 
as prior generatioƴǎ ǇŀƛŘ ƛƴ ōƭƻƻŘΩ 

(Brin) 

 

Historically there has been a problem with security and privacy, none more so than during 

times of war. The privacy of other nations was being invaded but it was needed to ensure 

the security of the home nation. Is the problem now an international one and should it be 

dealt with on an international scale with all countries agreeing to a series of universal terms 

and conditions rather than each having their own?  



The question is whether or not that would resolve the issue as the point of intelligence 

gathering is to be covert so the people who are the target of such operations do not change 

their procedures and render the gathered information useless. 

There is a link between the current online climate and the climate of code breaking during 

World War II with regard to the Enigma machine and code breaking. Has anything really 

changed since then and is it just the technology that has advanced on both sides of the 

ŎǳǊǊŜƴǘ ΨŎȅōŜǊ ǿŀǊΩΚ 

The aim is to look at the nature of security and privacy issues that have arisen providing 

context from historical data, looking at how or if they have been resolved and the various 

legal and social implications of such issues with specific emphasis on the current nature of 

the Internet and online communications. Who decides what should be monitored and what 

justification do they need?  

The key difference is need versus want. Security is paramount as without it we are 

vulnerable yet we want privacy which seems to be infringed upon by security. Can there be 

a way to be protected ǿƛǘƘƻǳǘ ŎƻƳǇǊƻƳƛǎƛƴƎ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ ǊƛƎƘǘ ǘƻ ǇǊƛǾŀŎȅ? 

ΨQuis custodiet ipsos custodes? - ²Ƙƻ ǿƛƭƭ ƎǳŀǊŘ ǘƘŜ ƎǳŀǊŘǎΚΩ 

(Plato, 350BC) 

 

 

 



Chapter One 
Privacy Law and Security Concerns 

 

In the current political climate there are many concerns about terrorism from Middle 

Eastern countries and fundamentalists who believe the only way to be heard is through 

random acts of violence and destruction. The resulting effect of this is an increased level of 

security readiness in the West to try and prevent such atrocities from occurring. This has 

much farther reaching implications for the average citizen who is the subject or target of 

surveillance operations, specific or generic. 

ΨtǊƛǾŀŎȅ ƛǎ ǘƘŜ ŎƭŀƛƳ ƻŦ ƛƴŘƛǾƛŘǳŀƭǎΣ ƎǊƻǳǇǎ ŀƴŘ ƛƴǎǘƛtutions to determine for 
themselves, when, how and to what extend information about them is 
ŎƻƳƳǳƴƛŎŀǘŜŘΩ 

(Brin) 

 

While there may be some justification for a bespoke security operation on an individual, 

there are general operations designed to find connections that have no justification other 

than to find someone to conduct further surveillance on. This could be seen as everyone 

being initially suspected of potential terrorist activities and becoming an enemy of the state 

and a threat to national security. 

 ΨNational security is the entire scope of measures undertaken by the governments of 
nation-states in providing assurance of national sovereignty to the collective 
ǇƻǇǳƭŀǘƛƻƴ ƻŦ ǘƘŜ ǎǘŀǘŜΩ 

(Wikipedia, 2008) 

 



The data protection act is the main way in which our information is protected and our 

privacy maintained on a national scale. However in the case of national security there are 

areas of the data protection act that can be disregarded and so no longer apply. 

Ψόмύ tŜǊǎƻƴŀƭ Řŀǘŀ ŀre exempt from any of the provisions of - 

(a) the data protection principles,  

(b) Parts II, III... 

if the exemption from that provision is required for the purpose of safeguarding 
ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅΦΩ 

Where Part II is: 

Ψόŀύ ǘƘŜ ǊŀŎƛŀƭ ƻǊ ŜǘƘƴƛŎ ƻǊƛƎƛƴ ƻŦ ǘhe data subject,  

(b) his political opinions,  

(c) his religious beliefs or other beliefs of a similar nature,  

(d) whether he is a member of a trade union (within the meaning of the [1992 
c. 52.] Trade Union and Labour Relations (Consolidation) Act 1992),  

(e) his physical or mental health or condition,  

(f) his sexual life,  

(g) the commission or alleged commission by him of any offence, 

(h) any proceedings for any offence committed or alleged to have been 
committed by him, the disposal of such proceedings or the sentence of any 
ŎƻǳǊǘ ƛƴ ǎǳŎƘ ǇǊƻŎŜŜŘƛƴƎǎΦΩ 

Where Part III is: 

Ψόŀύ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ƧƻǳǊƴŀƭƛǎƳΣ  

(b) artistic purposes, and  

όŎύ ƭƛǘŜǊŀǊȅ ǇǳǊǇƻǎŜǎΦΩ 

(The Data Protection Act 1998) 

 

This raises the question about the ultimate goal of governmenǘΣ ǿƘŜǘƘŜǊ ǘƘŜȅ ǘǊǳƭȅ ŀǊŜ ΨŦƻǊ 

ǘƘŜ ǇŜƻǇƭŜΩ which has been a constant source for conspiracy theories and paranoia. 



This can be related to the issue of privacy and whether or not the government has 

legitimate cause to conduct their surveillance operations. More importantly if they do have 

cause then who is responsible for setting out what is needed to indentify such cause. If the 

people in control are setting less and less stringent conditions to put citizens under 

observation, how can we be sure that the cause is just?  

While there are many levels of government and procedures in place to prevent such actions, 

the governmental agencies are so compartmentalised that it would be unsurprising to find 

that there are surveillance operations running that have no relevance, no purpose and have 

been forgotten about by higher authorities. 

 

 

Fig 1 - Democracy and Dictatorship, Sangrea.net 

Ψ¢ƘŜ ŎƻƴŎŜǊƴ ƛǎ ǘƘŀǘ ǿƘŜǊŜ ǘƘŜ ŜȄŜǊŎƛǎŜ ƻŦ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ ƭŀǿǎ ŀƴŘ ǇƻǿŜǊǎ ƛǎ ƴƻǘ 
subject to good governance, the rule of law, and strict checks and balances, there is a 
risk that national security may simply serve as a pretext for suppressing unfavourable 
ǇƻƭƛǘƛŎŀƭ ŀƴŘ ǎƻŎƛŀƭ ǾƛŜǿǎΦΩ 

(Wikipedia, 2008) 

 

 



Under the umbrella of ΨǘƘǊŜŀǘ ǘƻ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅΩ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ Ƙŀǎ ŀŎŎess to any or all 

information stored anywhere, by anyone and at any time. To understand the concerns of 

the online community the concerns of citizens in general need to be considered, looking at 

security concerns and privacy issues in the broadest sense. 

Ψ.ŜǘǿŜŜƴ мрл ŀƴŘ олл Ƴƛƭƭƛƻƴ ǇƻǳƴŘǎ ǇŜǊ ȅŜŀǊ ƛǎ ƴƻǿ ǎǇŜƴǘ ƻƴ ŀ ǎǳǊǾŜƛƭƭŀƴŎŜ ƛƴŘǳǎǘǊȅ 
ƛƴǾƻƭǾƛƴƎ ŀƴ ŜǎǘƛƳŀǘŜŘ нллΣллл ŎŀƳŜǊŀǎΦΩ 

(Privacy International, 2008) 

 

CCTV penetration parallels the online security deployment in a way that could lead people 

to accept the changes being made or perhaps not even notice them as it would be 

something they just accept in the name of protection. 

Ψ¢ƘŜ ƧǳǎǘƛŦƛŎŀǘƛƻƴ ŦƻǊ //¢± ƛǎ ǎŜŘǳŎǘƛǾŜΣ ōǳǘ ǘƘŜ ŜǾƛŘŜƴŎŜ ƛǎ ƴƻǘ ŎƻƴǾƛƴŎƛƴƎΦ Lƴ ŀ ǊŜǇƻrt 
to the Scottish Office on the impact of CCTV, Jason Ditton, Director of the Scottish 
Centre for Criminology, argued that the claims of crime reduction are little more than 
ŦŀƴǘŀǎȅΦ Ψ!ƭƭ όŜǾŀƭǳŀǘƛƻƴǎ ŀƴŘ ǎǘŀǘƛǎǘƛŎǎύ ǿŜ ƘŀǾŜ ǎŜŜƴ ǎƻ ŦŀǊ ŀǊŜ ǿƘƻƭƭȅ ǳƴǊŜƭƛŀōƭŜΩΣ 
¢ƘŜ .ǊƛǘƛǎƘ WƻǳǊƴŀƭ ƻŦ /ǊƛƳƛƴƻƭƻƎȅ ŘŜǎŎǊƛōŜŘ ǘƘŜ ǎǘŀǘƛǎǘƛŎǎ ŀǎ άΦΦΦΦǇƻǎǘ ƘƻŎ ǎƘƻŜǎǘǊƛƴƎ 
ŜŦŦƻǊǘǎ ōȅ ǘƘŜ ǳƴǘǊŀƛƴŜŘ ŀƴŘ ǎŜƭŦ ƛƴǘŜǊŜǎǘŜŘ ǇǊŀŎǘƛǘƛƻƴŜǊΦέΩ 

(Privacy International) 

 

There are television shows that actively seek to promote the importance of the monitored 

society by producing shows using nothing more than CCTV footage from shops, city centres, 

and police vehicles.  

This leads to the belief that it is acceptable for so many cameras monitoring our every 

move, to the point where we do not take any notice of them as they have become common 

place and seen by many as a good thing. 

There is a high probability the same thing could happen to the online community.  



TƘŜǊŜ ŎƻǳƭŘ ōŜ ŀƴ ŀǘǘƛǘǳŘŜ ƻŦ ΨL ŘƻƴΩǘ ƭƛƪŜ ƛǘ ōǳǘ LΩƭƭ just have to live with itΩ ǘƘǳǎ ŀƭƭƻǿƛƴƎ ŜǾŜǊ 

more stringent security and surveillance measures to be placed on a so called public 

domain. Should the benefit of possibly catching a terrorist out way the definite invasion of 

privacy that this would entail? 

ΨCivil liberties ŀǊŜ ŦǊŜŜŘƻƳǎ ǘƘŀǘ ǇǊƻǘŜŎǘ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭ ŦǊƻƳ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩ 

(Wikipedia, 2008) 

 

Corporations would be the first to feel the impending crackdown with online security 

measures as they have to make sure they trade fairly and abide by all laws to allow them to 

continue trading. 

ΨhōǾƛƻǳǎƭȅ ȅƻǳ ƘŀǾŜ ǘƻ ōŜ ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ ŎŜǊǘŀƛƴ ƭŀǿǎ ŀƴŘ ǿƘŀǘ ƘŀǾŜ ȅƻǳ ōŜŎŀǳǎŜ L 
think people get a bit paranoid about sort of data protection as a whole and there 
are a lot of companies out there I think making a lot of money out of scare stories 
ŀƴŘ ŀƭŀǊƳƛƴƎ ǇŜƻǇƭŜ ŀōƻǳǘ ȅƻǳ ƪƴƻǿΦΩ 

(Edwards, 2008) 

 

It is interesting that there are organisations set up to battle for our rights on a daily basis 

against schemes designed and advertised as Ψfor the greater goodΩ.  

Surprisingly 23% of people surveyed agree with the statement Ψ²Ŝ ǎƘƻǳƭŘ ƘŀǾŜ ŀƭƭ ƻǳǊ 

ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƳƻƴƛǘƻǊŜŘ ǎƻ ǇŜƻǇƭŜ ǿƘƻ ŀǊŜ ŘƻƛƴƎ ǿǊƻƴƎ Ŏŀƴ ōŜ ŎŀǳƎƘǘΩ compared to 

44% who disagreed. 

ΨΦΦΦƛŦ ȅƻǳ ƘŀǾŜ ƴƻǘƘƛƴƎ ǘƻ ƘƛŘŜ ȅƻǳ ǎƘƻǳƭŘƴϥǘ ōŜ ǿƻǊǊƛŜŘ ŀōƻǳǘ ǘƘƛƴƎǎΩ 

(Questionnaire Submission 67, 2008) 

 



 

Fig 3 - Privacy Shower Scene, Sangrea.net 

It is possible that they all agree with the statement in the strongest sense but it is more 

likely that it is a graduated agreement. Not fully understanding what would be given up in 

order to achieve such a goal. 

Nothing would ever be secret again, all phone calls would be recorded, all data everywhere 

would be catalogued and stored and all transactions would also be recorded. Is it right for 

any individual to have such power over information and would that power corrupt. Recently 

the membership list for the British National Party was uploaded to the Internet by a 

disgruntled former member. Consequentially a police officer has been suspended for being 

on the list. While it is illegal for a member of an enforcement agency to be a member of a 

political party, should actions be taken as the information was supposed to be private and 

nobody had any reason to suspect him of membership? 

 

 

 



ΨLƴ ƻǊŘŜǊ ŦƻǊ ŎȅōŜǊǎǇŀŎŜ ǘƻ ōŜ ǇƻƭƛŎŜŘΣ LƴǘŜǊƴŜǘ ŀŎǘƛǾƛǘȅ ǿƛƭƭ ƘŀǾŜ ǘƻ ōŜ ŎƭƻǎŜƭȅ 
monitored. Ed Giorgio, who is working with McConnell on the plan, said that would 
mean giving the government the authority to examine the content of any e-mail, file 
transfer or Web search. "Google has records that could help in a cyber-investigation," 
he said. Giorgio warned me, "We have a saying in this business: 'Privacy and security 
are a zero-ǎǳƳ ƎŀƳŜΦϥϦΩ 

(Schneier, 2008) 

 

The government has a hard enough time ensuring the security of personal and private data 

they already hold on us such as tax information, with many reports of lost and found files 

and USB keys with thousands if not millions of records on. Would we trust this government 

to keep a quantity of information several orders of magnitude larger? While technically 

possible to keep track of all information, we need to look at whether it is worth it. If it will 

cost £10 to catch a criminal but £500 to install a system by which they might catch him for 

free, is it worth it? Do the ends justify the means? 

 

 

 

 

 

 

 

 

 



Chapter Two 
Encryption and Code Breaking 

 

Historically the issue of security has been high on the agenda of every government with the 

threat of war, a threat that still exists today. 

During World War II the Germans had a strategic advantage over the allies due their code 

cipher that was thought to be unbreakable. That cipher was called Enigma and the allies 

enlisted the help of the top minds at the time to try and crack it. 

ΨLƴ ǘƘŜ ǎǳƳƳŜǊ ƻŦ мфофΣ ŀ ǎƳŀƭƭ ǘŜŀƳ ƻŦ ŎƻŘŜōǊŜŀƪŜǊǎ ŀǊǊƛǾŜŘ ŀǘ ǘƘŜ DƻǾŜǊƴƳŜƴǘ 
Code and Cipher School's (GC&CS) new home at Bletchley Park, Buckinghamshire. 
Their mission was to crack the backbone of German military and intelligence 
ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΣ ǘƘŜ 9ƴƛƎƳŀ ŎƛǇƘŜǊΦΩ 

(Government Communication Headquarters, 2008) 

 

At a time of heightened national security in 1939, the people involved in the decryption of 

the Enigma cipher worked in huts at Bletchley Park, each hut working on a separate 

objective but never knowing what their ultimate goal was. No individual directly working on 

the project was allowed to know anything other than what they had to do, a technique 

called compartmentalisation.  

 Ψ!ƭŀƴ ¢ǳǊƛƴƎ ǊŜŀƭƛǎŜŘ ǘƘŀǘ ϥŎǊƛōǎϥ ƻŦŦŜǊŜŘ ŀ ǿŀȅ ƻŦ ŎǊŀŎƪƛƴƎ 9ƴƛƎƳŀΦ ! ϥŎǊƛōϥ ƛǎ ŀ ǇƛŜŎŜ 
ƻŦ ŜƴŎǊȅǇǘŜŘ ǘŜȄǘ ǿƘƻǎŜ ǘǊǳŜ ƳŜŀƴƛƴƎ ƛǎ ƪƴƻǿƴ ƻǊ Ŏŀƴ ōŜ ƎǳŜǎǎŜŘΦΩ 

(GCHQ ς Government Communication Headquarters) 

 

 

 



While the scŀƭŜ ƻŦ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ǿŀǎ ƛƳǇǊŜǎǎƛǾŜ ŀǘ .ƭŜǘŎƘƭŜȅ tŀǊƪΣ Ψ{ƻƳŜ фΣллл ǇŜƻǇƭŜ ǿŜǊŜ 

ǿƻǊƪƛƴƎ ŀǘ .ƭŜǘŎƘƭŜȅ tŀǊƪ ŀǘ ǘƘŜ ƘŜƛƎƘǘ ƻŦ ǘƘŜ ŎƻŘŜ ōǊŜŀƪƛƴƎ ŜŦŦƻǊǘǎ ƛƴ WŀƴǳŀǊȅ мфпрΩΣ ƛǘ ǿŀǎ 

ŀƭǎƻ ŎŀƭƭŜŘ Ψ{ǘŀǘƛƻƴ ·ΩΦ bƻǘ ōŜŎŀǳǎŜ ƻŦ ǎŜŎǊŜŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ōǳǘ ǎƛƳǇƭȅ ǘƘŀǘ ƛǘ ǿŀǎ the 10th 

station to be opened to tackle such problems during the war. Bletchley Park and others like 

it were sent messages by courier and then by teleprinter which were picked up by listening 

ǎǘŀǘƛƻƴǎ ŎŀƭƭŜŘ Ψ¸-{ǘŀǘƛƻƴǎΩ ǘƘŀǘ ǿƻǳƭŘ Ŏƻƴǎǘŀƴǘƭȅ ƳƻƴƛǘƻǊ ǘƘŜ ŀirwaves for transmissions. 

Any citizen with a HAM radio at the time could apply to become a Ψ±ƻƭǳƴǘŀǊȅ LƴǘŜǊŎŜǇǘƻǊΩ 

and monitor a specific frequency. 

 Ψ[ƛǎǘŜƴƛƴƎ ǎǘŀǘƛƻƴǎ ς the Y-stations (such as the ones at Chicksands in Bedfordshire 
and Beaumanor Hall in Leicestershire, the War Office "Y" Group HQ) ς gathered raw 
ǎƛƎƴŀƭǎ ŦƻǊ ǇǊƻŎŜǎǎƛƴƎ ŀǘ .ƭŜǘŎƘƭŜȅΩ 

(Government Communication Headquarters) 

 

aŀƴȅ ƎƻǾŜǊƴƳŜƴǘ ƻǇŜǊŀǘƛƻƴǎ ƛƴǾƻƭǾŜ ΨƴŜŜŘ ǘƻ ƪƴƻǿΩ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ƻǊŘŜǊ ǘƻ Ƴŀƛƴǘŀƛƴ 

security but does this mean the problem at the moment is not one of too many people 

knowing individualsΩ information but one of too few people will?  If there is no context for 

the information which is held then there is surely a further danger that it could be 

mistreated with the thinkiƴƎ Ψƛǘ ŎŀƴΩǘ ōŜ ǘƘŀǘ ƛƳǇƻǊǘŀƴǘΩΚ 

¢ƘŜ ŦŀŎǘ ƛǎ ǘƘŀǘ ǇŜƻǇƭŜ ǿŀƴǘ ǘƻ ƪƴƻǿ ǿƘŀǘ ƛǎ ƎƻƛƴƎ ƻƴΣ ƴƻǘ ƻƴƭȅ ōŜŎŀǳǎŜ ƛǘΩǎ ƘǳƳŀƴ ƴŀǘǳǊŜ 

but also to determine if there is a threat to them. During times of war this sense is 

heightened and more and more effort is put into monitoring and decrypting opposition 

communications. Not only that but more effort is put into the encryption of their own 

communications with the knowledge that the enemy will be actively doing the same. 



The Enigma Machine was the answer for the Germans during World War II but the 

methodology and technology have evolved and the same principles are still being used 

today. The threat of detection and the fear that people who are not intended to be 

receiving the information may be reading it has driven the legitimate and the illegitimate 

development of encryption technologies. 

Ψ9ƴŎǊȅǇǘƛƻƴΦΦΦƎƛǾŜǎ ŎǊƛƳƛƴŀƭǎ ŀƴŘ ǘŜǊǊƻǊƛǎǘǎ ŀ ǇƻǿŜǊŦǳƭ ǘƻƻƭ ŦƻǊ ŎƻƴŎŜŀƭƛƴƎ ǘƘŜƛǊ 
ŀŎǘƛǾƛǘƛŜǎΩ 

(Denning and Baugh) 

 

Understandably then, governments want to have access to all information flowing through 

the internet. If global access to all internet traffic were available with the justification that 

September the 11th would have been prevented as a result, then a large percentage of 

people would agree. However even if all traffic was monitored and decrypted, there is no 

guarantee the atrocity would actually have been prevented but there is a guarantee that 

ǇŜƻǇƭŜΩǎ ǇǊƛǾŀŎȅ ǿƻǳƭŘ ƘŀǾŜ ōŜŜƴ ƛǊǊŜǾŜǊǎƛōƭȅ ŎƻƳǇǊƻƳƛǎŜŘΦ 

 ΨLǘ ǿƻǳƭŘ ƴƻǘ ōŜ ŦŜŀǎƛōƭŜ ǘƻ ŘŜŎǊȅǇǘ ŜǾŜǊȅǘƘƛƴƎ ŜǾŜƴ ƛŦ ƛǘ ǿŜǊŜ ǘŜŎƘƴƛŎŀƭƭȅ ǇƻǎǎƛōƭŜΩ 

(Denning and Baugh) 

 Ψ9ƴŎǊȅǇǘƛƻƴ ƛǎ ŎǊƛǘƛŎŀƭ ǘƻ ōǳƛƭŘƛƴƎ ŀ ǎŜŎǳǊŜ ŀƴŘ ǘǊǳǎǘŜŘ Ǝƭƻōŀƭ ƛƴŦƻǊƳŀǘƛƻƴ 
ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŦƻǊ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ ŜƭŜŎǘǊƻƴƛŎ ŎƻƳƳŜǊŎŜΩ 

(Denning and Baugh) 

 

¢ƘŜǊŜ ŀǊŜ Ƴŀƴȅ ǿŜōǎƛǘŜǎ ŀǾŀƛƭŀōƭŜ ǘƘŀǘ ƎƛǾŜ ŘŜǘŀƛƭǎ ŀōƻǳǘ Ƙƻǿ ǘƻ ǇǊŜǾŜƴǘ ōŜƛƴƎ ΨŘŜǘŜŎǘŜŘΩ 

on the internet. From setting up internet access through fake names to having all your 

internet traffic run through a proxy in another country. In the case of file-sharing the most 

ǇƻǇǳƭŀǊ ƳŜǘƘƻŘ ƛǎ ŀ ΨǎŜŜŘōƻȄΩΦ 



¢Ƙƛǎ ƛƴǾƻƭǾŜǎ ǎŜǘǘƛƴƎ ǳǇ ŀ ǎŜǊǾŜǊ ǿƛǘƘ ŀ ŎƻƳǇŀƴȅ ǘƘŀǘ ƻŦŦŜǊǎ ΨōǳƭƭŜǘ ǇǊƻƻŦ ƘƻǎǘƛƴƎΩ ŀƴŘ access 

it ǊŜƳƻǘŜƭȅ ŦǊƻƳ ŀƴȅǿƘŜǊŜ ƛƴ ǘƘŜ ǿƻǊƭŘΦ ¢ƘŜȅ ǳǎŜ ΨƳƛƭƛǘŀǊȅ ƎǊŀŘŜ ŜƴŎǊȅǇǘƛƻƴΩΣ ƻǇŜǊŀǘŜ ƛƴ 

numerƻǳǎ ƻǾŜǊǎŜŀǎ ƭƻŎŀǘƛƻƴǎ ŀƴŘ ŘƻƴΩǘ ƪŜŜǇ ŀƴȅ ƻŦ ǘƘŜƛǊ ƭƻƎǎΦ ¢ƘŜȅ ŀǊŜ ǇǊŜŘƻƳƛƴŀƴǘƭȅ ǳǎŜŘ 

for spam email and illegal content distribution. 

Ψ¦ǎǳŀƭƭȅΣ ȅƻǳǊ ǿŜō ƘƻǎǘƛƴƎ ǇǊƻǾƛŘŜǊ ǿƛƭƭ ǎƘǳǘ Řƻǿƴ ȅƻǳǊ ǿŜō ǎƛǘŜ ǿƛǘƘƛƴ ŘŀȅǎΦΦΦΩ 

 Ψ²Ŝ ǿƛƭƭ ƴƻǘ ǎƘǳǘ ȅƻǳ Řƻǿƴ ŘǳŜ ǘƻ ŎƻƳǇƭŀƛƴǘǎΩ 

(BP Hosting, 2008) 

 

While this is an expensive option for most, they are widely used 

ΨōǳƭƭŜǘǇǊƻƻŦ ƘƻǎǘƛƴƎΣ ŀƴŘ ƛǘϥǎ ƘƛǎǘƻǊƛŎŀƭƭȅ ōŜŜƴ ǳǎŜŘ ǘƻ ƛƴǎǳƭŀǘŜ ƻƴƭƛƴŜ ŎǊƛƳƛƴŀƭ ƎŀƴƎǎ 
against take-Řƻǿƴ ŜŦŦƻǊǘǎ ōȅ ƭŀǿ ŜƴŦƻǊŎŜǊǎ ƻǊ ǇǊƛǾŀǘŜ ǇŀǊǘƛŜǎΩ 

(theregister.com, 2008) 

 

The problem is that government does not know enough about the way the new online 

protections systems work, so even if they catch people and sentence them there are a 

myriad of different ways to overcome them. 

ΨǘƘŜ ƻƴƭȅ ǇǊŀŎǘƛŎŀƭ ŜŦŦŜŎǘ Ƙƛǎ ǊǳƭƛƴƎ ƘŀŘ ǿŀǎ ǘƻ force a registrar by the name of 
Dynadot to suspend the Wikileaks.org domain name. The site remains reachable by 
accessing its IP address or alternate domain names such as Wikileaks.be and 
wikileaks.in. That's akin to removing a person's name from the phone book but not 
ŘƛǎŎƻƴƴŜŎǘƛƴƎ Ƙƛǎ ǇƘƻƴŜΦΩ 

(theregister.com) 

 

The progression from times of world war, the Y-Stations and Bletchley Park is clear when the 

ǇǊƛƴŎƛǇƭŜǎ ƻŦ ǘƻŘŀȅΩǎ ǎǳǊǾŜƛƭƭŀƴŎŜ ŀǊŜ ƭƻƻƪŜŘ ŀǘΦ  



Exchange analogue radio signals for digital internet communications and there is the same 

task and the same problems but now not just focussed on an external enemy but instead 

focussed internally on the very part that makes a country what it is ς its people. 

 

Fig 2 - Busybodies down the Ages, Sangrea.net 

 

 

 

 



Chapter Three 
What Data is Out There? 

 

The Internet is growing. People are using it more and more for activities that would have 

seemed impossible not so long ago.  

Peer-To-Peer is an Internet distribution network allowing users to share content without 

using dedicated servers or utilizing bandwidth. The users share information directly with 

ŜŀŎƘ ƻǘƘŜǊ ǳǎƛƴƎ ŀ ŎŜƴǘǊŀƭƛǎŜŘ ΨǘǊŀŎƪŜǊΩ ǿƘƛŎƘ ŘƛǊects the relevant information to the correct 

location. 

Ψ{ǳŎƘ ƴŜǘǿƻǊƪǎ [contain] audio, video, data or anything in digital format, real-time 
data such as telephony traffic is also ǇŀǎǎŜŘ ǳǎƛƴƎ tнt ǘŜŎƘƴƻƭƻƎȅΦΩ 

(Wikipedia) 

 

Many small businesses use peer-to-peer to keep distribution costs low as constant 

downloading from web servers results in high server costs for the client and slow download 

speeds for the customer. 

ΨмлaōǇǎ ŎƻƴƴŜŎǘƛƻƴ ƻƴ ŀ оDIȊ ·Ŝƻƴ ǎŜǊǾŜǊ ƛǎ ǇǊƛŎŜŘ ŀǘ Ϸонп ǇŜǊ ƳƻƴǘƘΦΩ 

(The Whir) 

 

VoIP telephone services such as Skype also use peer-to-peer networks to enable phone calls 

over the Internet for free for this very reason. So why then is there so much controversy 

over the use of such technologies? 

http://en.wikipedia.org/wiki/Voice_over_IP


There are clearly many benefits but the government is so adamant about stricter 

regulations, more stringent monitoring and new legislation which means Internet service 

providers have to track the content. 

In order to understand the process of monitoring, content needs to be clarified. Content in 

this case could be regarded as something that a person has written in an email or a picture 

that has been uploaded but actually it is anything sent or received by anyone over the 

internet. 

Content is often classified into different data types which are split into small packets of 

information which is rebuilt at the destination. More and more commonly though the 

ŘŜǎǘƛƴŀǘƛƻƴ ƛǎ ƴƻǘ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ǎȅǎǘŜƳΣ ǊŀǘƘŜǊ ƛǘ ƛǎ ƛƴ ǘƘŜ ΨŎƭƻǳŘΩΦ /ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ Ƙŀǎ 

been known by many names and is not a new phenomenon but only recently has it become 

so ubiquitous.  

Ψ!ƭǘƘƻǳƎƘ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƛǎ ŀƴ ŜƳŜǊƎƛƴƎ ŦƛŜƭŘ ƻŦ ŎƻƳǇǳǘŜǊ ǎŎƛŜƴŎŜΣ ǘƘŜ ƛŘŜŀ Ƙŀǎ 
been around for a few years. It's called cloud computing because the data and 
applications exist on a ϦŎƭƻǳŘϦ ƻŦ ²Ŝō ǎŜǊǾŜǊǎΦΩ 

(Strickland) 

 

The sound of cloud computing seems to lend itself to corporations and large organisations 

who need instant, global access to data and to run multiple applications on portable devices 

simultaneously. In fact this is partly true however the most consumer penetration by cloud 

computing is online email.  

 



People who use Windows Live Mail (previously Hotmail) or Google Mail have had access to 

the cloud for many years and information is accessible to them wherever there is an 

internet connection and a web browser. The technology has come a long way since then and 

there are now versions of Microsoft Office and various other free programs available to use 

through a web browser, without the application being run on the local machine. One 

example is Google Docs that acts as a word processor allowing people to write, save, edit 

and format a document entirely in a web browser, taking the strain off the local machine. 

Applications like this are occurring more frequently and people are using them with little or 

no thought about the wider implications of such data being virtual and not physically tied to 

their machine. 

 Even mobile internet devices have had their own specific pages made so as to be able to 

access the same information with a much smaller screen than a standard computer and 

tailored information to reduce download times, which is becoming less and less of an issue 

with increasing mobile broadband speeds. 

One aspect that people have not realised is that if all of their information is stored on a third 

party system such as Google Mail, the company ŎƻǳƭŘ ǘǳǊƴ ŀǊƻǳƴŘ ŀƴŘ ǎŀȅ άǿŜΩǊŜ ƴƻǿ 

going to charge for thiǎέ ƻǊ Ƨǳǎǘ ŘŜƴȅ ŀŎŎŜǎǎ ǘƻ ƛǘ Ŧǳƭƭ ǎǘƻǇΦ 

ά²Ŝ ƻŦŦŜǊ ŀ ƴǳƳōŜǊ ƻŦ ǎŜǊǾƛŎŜǎ ǘƘŀǘ Řƻ ƴƻǘ ǊŜǉǳƛǊŜ ȅƻǳ ǘƻ ǊŜƎƛǎǘŜǊ ŦƻǊ ŀƴ ŀŎŎƻǳƴǘ ƻǊ 
provide any personal information to us, such as Google Search. In order to provide 
our full range of services, we may collect...infƻǊƳŀǘƛƻƴέ 

(Google, 2008) 

 

 



Google search and Windows Live search are very powerful, free internet tools and 

information about what people have searched for is recorded but if people want to use any 

other services with either company then they have to register and give some personal 

information. 

Google are trying to be transparent about what information is stored and how they use it, 

also detailing that they do not allow access to the information stored to any third parties 

unless they are partnered with Google and even then the information is limited. 

ά²ƘŜƴ ȅƻǳ ǎƛƎƴ ǳǇ ŦƻǊ ŀ DƻƻƎƭŜ !ŎŎƻǳƴǘ ƻǊ ƻǘƘŜǊ DƻƻƎƭŜ ǎŜǊǾƛŎŜ ƻǊ ǇǊƻƳƻǘƛƻƴ ǘƘŀǘ 
requires registration, we ask you for personal information (such as your name, email 
address and an account password). For certain services, such as our advertising 
programs, we also request credit card or other payment account information which 
we maintain in encrypted form on secure servers. We may combine the information 
you submit under your account with information from other Google services or third 
parties in order to provide you with a better experience and to improve the quality of 
our services. For certain services, we may give you the opportunity to opt out of 
ŎƻƳōƛƴƛƴƎ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴΦέ 

(Google, 2008) 

ά²ƘŜƴ ȅƻǳ ŀŎŎŜǎǎ DƻƻƎƭŜ ǎŜrvices, our servers automatically record information that 
your browser sends whenever you visit a website. These server logs may include 
information such as your web request, Internet Protocol address, browser type, 
browser language, the date and time of your request and one or more cookies that 
Ƴŀȅ ǳƴƛǉǳŜƭȅ ƛŘŜƴǘƛŦȅ ȅƻǳǊ ōǊƻǿǎŜǊΦέ 

(Google, 2008) 

 

Importantly Google specifically say that they are using information to identify you but only 

while you are accessing Google services. Google recently launched their own web browser 

called Chrome, while initial focus on the application was how it performed there were 

people looking at what happened to the information.  



{ƛƳƛƭŀǊƭȅ ǘƻ ǿƘŀǘ ƘŀǇǇŜƴǎ ǿƘŜƴ ȅƻǳ ŀŎŎŜǎǎ DƻƻƎƭŜΩǎ ǎŜǊǾƛŎŜǎΣ ŀƭƭ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜƴǘ ŦǊƻƳ ǘƘŜ 

browser ǿŜƴǘ ǘƘǊƻǳƎƘ DƻƻƎƭŜΩǎ ǎŜǊǾŜǊǎ ŦƛǊǎǘΦ Lƴ ƻǘƘŜǊ ǿƻǊŘǎ ǘƘŜȅ ǿƻǳƭŘ ōŜ ŀōƭŜ ǘƻ ǎŜŜ ǿƘŀǘ 

you were doing, where you were doing it and at what time, regardless of if users were trying 

to access a Google page. 

The information they have can be accessed at any time by government on a case-by-case 

basis but this could change if the government has its way. 

ά²ƘŜƴ ȅƻǳ ǎŜƴŘ ŜƳŀƛƭ ƻǊ ƻǘƘŜǊ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǘƻ DƻƻƎƭŜΣ ǿŜ Ƴŀȅ ǊŜǘŀƛƴ ǘƘƻǎŜ 
communications in order to process your inquiries, respond to your requests and 
ƛƳǇǊƻǾŜ ƻǳǊ ǎŜǊǾƛŎŜǎΦέ 

(Google, 2008) 

 

The problem is that if requested by law, neither the company involved (in this case Google) 

nor the US government have to inform you for three months. 

ΨǘƘŜ ǎǘŀǘǳǘŜ ώ¦{ /ƻŘŜ нтлрΦ 5ŜƭŀȅŜŘ ƴƻǘƛŎŜϐ ŀƭƭƻǿǎ ŀ ŘŜƭŀȅ ƻŦ ǳǇ ǘƻ фл Řŀȅǎ ƛŦ ǘƘŜ 
government just asks for the data and the court finds that "there is reason to believe 
ǘƘŀǘ ƴƻǘƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ŜȄƛǎǘŜƴŎŜ ƻŦ ǘƘŜ ŎƻǳǊǘ ƻǊŘŜǊ Ƴŀȅ ƘŀǾŜ ŀƴ ŀŘǾŜǊǎŜ ǊŜǎǳƭǘϦΩ 

(Rasch) 

 

There is little chance for appeal due the information already being transmitted and the 

person who is the subject of the investigation having no knowledge that it even happened. 

ΨtǳǘǘƛƴƎ ŀǎƛŘŜ ǘƘŜ ǎŜŎǳǊƛǘȅΣ Řŀǘŀ ǎǘƻǊŀƎŜΣ Řŀǘŀ ǊŜǘŜƴǘƛƻƴΣ Řŀǘŀ ŘŜǎǘǊǳŎǘƛƻƴ ŀƴŘ ƻǘƘŜǊ 
pesky issues associated with doing business in the cloud, one fundamental issue 
remains: Your data is being hosted, stored and transmitted through a third party. As 
far as the law is concerned then, that third party has control of your data and may 
therefore be subject to a subpoena for your data, often without your knowledge or 
ŀōƛƭƛǘȅ ǘƻ ƻōƧŜŎǘΦΩ 

(Rasch) 



In one particular case the US government simply forgot about the notification altogether. 

άWǳƭȅ ŎŀƳŜ ŀƴŘ ǿŜƴǘΣ ŀǎ ŘƛŘ !ǳƎǳǎǘΣ {ŜǇǘŜƳōŜǊΣ hŎǘƻōŜǊΣ bƻǾŜƳōŜǊΣ 5ŜŎŜƳōŜǊΣ 
January, February, March, April and May of 2007 before the government finally got 
ŀǊƻǳƴŘ ǘƻ ǘŜƭƭƛƴƎ ²ŀǊǎƘŀƪ ǘƘŀǘ ƛǘ ƘŀŘ ōŜŜƴ ǊŜŀŘƛƴƎ Ƙƛǎ ƳŀƛƭΦέ 

(Rasch) 

 

With more and more people using the internet for communications, the market for 

advertising is increasing. In order to make the advertising less invasive and more applicable 

to the user, personalisation techniques are employed to try and make the advertising more 

relevant which in turn would make advertising more effective. 

Currently advertising is personalised by geographic location identified by the IP address 

from which people access the internet and by keywords that appear on the page. The 

advantage of using this within the cloud networking system is that the keywords can be 

ƭƛƴƪŜŘ ǘƻ ƛƴŘƛǾƛŘǳŀƭΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ within emails and documents stored on Google 

Mail and Google Docs.  Google employs their advertising system by using a subsidiary called 

AdWords.  

ΨŎǊŜŀǘŜ ŀŘǎ ŀƴŘ ŎƘƻƻǎŜ ƪŜȅǿƻǊŘǎΣ ǿƘƛŎƘ ŀǊŜ ǿƻǊŘǎ ƻǊ ǇƘǊŀǎŜǎ ǊŜƭŀǘŜŘ ǘƻ ȅƻǳǊ 
business. When people search on Google using one of your keywords, your ad may 
appear next to the search results. Now you are advertising to an audience that is 
already interested in you. 

(Google, 2008) 

Ψȅƻǳ Ŏŀƴ ŀŘǾŜǊǘƛǎŜ ǘƻ ǇŜƻǇƭŜ ǎŜŀǊŎƘƛƴƎ ƻƴ DƻƻƎƭŜΦ 9ǾŜƴ ƛŦ ȅƻǳ ŀƭǊŜŀŘȅ ŀǇǇŜŀǊ ƛƴ 
Google's search results, AdWords can help you target new audiences on Google and 
ƻǳǊ ŀŘǾŜǊǘƛǎƛƴƎ ƴŜǘǿƻǊƪΦΩ 

(Google, 2008) 

 



There is little wonder then that governments are eager to get on side with companies like 

Google as they would indeed be very useful in a criminal investigation. Not only would they 

have access to what was sent, when it was sent and to whom but also they would have the 

IP address from where it was sent too, speeding up the process of catching the suspected 

criminal.  

ΨI think itΩǎ ǊƛƎƘǘ ǿŜ ƘŀǾŜ ǘƘŜ ŦŀŎƛƭƛǘȅ ǘƻ Řƻ ƛǘΦ ¢ƘŜ ŎƻǊǇƻǊŀǘŜ ǇƘƛƭƻǎƻǇƘȅ L ǘƘƛƴk here is 
ǘƘŀǘ ǿŜ ǘǊŜŀǘ ǇŜƻǇƭŜ ƭƛƪŜ ŀŘǳƭǘǎΦΩ 

(Edwards, 2008) 

 

Microsoft employs a similar system to provide personalised content but does not go so far 

as to provide personalised advertising. 

Ψ²Ŝ ǳǎŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǿŜ ŎƻƭƭŜŎǘ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ǎŜǊǾƛces you request. Our services 
Ƴŀȅ ƛƴŎƭǳŘŜ ǘƘŜ ŘƛǎǇƭŀȅ ƻŦ ǇŜǊǎƻƴŀƭƛǎŜŘ ŎƻƴǘŜƴǘ ŀƴŘ ŀŘǾŜǊǘƛǎƛƴƎΦΩ 

(Microsoft, 2008) 

Ψ²ƘŜƴ ǿŜ ŘƛǎǇƭŀȅ ƻƴƭƛƴŜ ŀŘǾŜǊǘƛǎŜƳŜƴǘǎ ǘƻ ȅƻǳΣ ǿŜ ǿƛƭƭ ǇƭŀŎŜ ŀ ǇŜǊǎƛǎǘŜƴǘ ŎƻƻƪƛŜ ƻƴ 
your computer in order to recognise your computer each time we display an ad to 
you. Because we may serve advertisements on many different Web sites, we are able 
to compile information over time about where you, or others who are using your 
ŎƻƳǇǳǘŜǊΣ ǎŀǿ ŀƴŘκƻǊ ŎƭƛŎƪŜŘ ƻƴ ǘƘŜ ŀŘǾŜǊǘƛǎŜƳŜƴǘǎ ǿŜ ŘƛǎǇƭŀȅΦΩ 

(Microsoft, 2008) 

 

The moral way forward for advertising online should be one of personalisation and privacy.  

Ψ¢ƘŜ DƻƻƎƭŜ aŀƛƭ ǎŜǊǾƛŎŜ ƛƴŎƭǳŘŜǎ ǊŜƭŜǾŀƴǘ ŀŘǾŜǊǘƛǎƛƴƎ ŀƴŘ ǊŜƭŀǘŜŘ ƭƛƴƪǎ ōŀǎŜŘ ƻƴ ǘƘŜ 
IP address, content of messages and other information related to your use of Google 
aŀƛƭΦΩ 

(Google, 2008) 

 



Personalisation gives people relevant information in relation to what they are looking at but 

privacy gives them the knowledge that what they are looking at is not linked to them or 

being recorded. If the combination can be found that works and is effective, there is no 

reason why similar thinking could not be applied to online communication in general. It may 

be possible but will it ever be allowed to be deployed with such privacy detracting from the 

amount of control authorities have over peoplesΩ communications? 

Phorm have been developing the idea of personalised yet anonymous advertising and have 

released something called the Open Internet Exchange (OIX) and also Webwise, both 

targeted at ISPs and advertising agencies.  

Ψ¢ƘŜ hL· ǇƭŀǘŦƻǊƳ ŎƻƳōƛƴŜǎ ŀƴƻƴȅƳƛǎŜŘ L{t Řŀǘŀ ǿƛǘƘ ǇŀǘŜƴǘ-pending Phorm ad-
serving technology to help advertisers and ad agencies reach their most valuable 
customer segments with unprecedented precision, whilst giving publishers and 
networks more potenǘƛŀƭ ǾŀƭǳŜ ŦǊƻƳ ŜǾŜǊȅ ŀŘ ǎƭƻǘΦΩ 

(Phorm, 2008) 

 

These services combine to form a framework from which any ISP or advertising agency can 

work within. Due to the personalisation working at ISP level there is much more of a 

ubiquitous advertising system that should no longer put off internet users. The results will 

be relevant to the individual rather than the page they are viewing, while maintaining their 

privacy. 

ΨtƘƻǊƳϥǎ ǳƴƛǉǳŜ ǘŜŎƘƴƻƭƻƎȅ - unlike major search engines - doesn't see, capture or 

store any personally identifiable user information whatsoever and does not store any 

ōǊƻǿǎƛƴƎ ƘƛǎǘƻǊȅ ƻǊ ǳǎŜǊ ǎŜŀǊŎƘ ǘŜǊƳǎΦΩ 

(Phorm, 2008) 

 



The basic principle comprises of each user being assigned a randomly generated number, so 

no tracking of IP address and no entering of personal information. Each web page that the 

ƴǳƳōŜǊ Ǿƛǎƛǘǎ ƛǎ ŎƻƳǇŀǊŜŘ ǘƻ ΨŎƘŀƴƴŜƭǎΩ ƭƛƪŜ ŎŀǘŜƎƻǊƛŜǎ ŎƻƴǘŀƛƴƛƴƎ ǎǳō-categories, the record 

of the web page is then instantly destroyed and never actually recorded so nobody can 

ŀŎŎŜǎǎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ōŜŎŀǳǎŜ ƛǘ ŘƻŜǎƴΩǘ ŜȄƛǎǘ ƻƴ any system. This channel then displays 

ads that match it and relevant ads appear on the page. So when the user leaves the page, no 

record of it kept. 

ΨtǊƛǾŀŎȅ ŀŘǾƛǎƻǊȅ ŦƛǊƳ улκнл ¢ƘƛƴƪƛƴƎ Ƙŀǎ ŎƻƳǇƭŜǘŜŘ ǘƘŜ ŎƻƳǇǊŜƘŜƴǎƛǾŜ tǊƛǾŀŎȅ 

Impact Assessment (PIA) of Phorm and concludes that the company has embedded 

ŎƻƴǎǳƳŜǊ ǇǊƛǾŀŎȅ ƛƴǘƻ ƛǘǎ ǇƻƭƛŎƛŜǎΣ ǇǊŀŎǘƛŎŜǎ ŀƴŘ ǇƘƛƭƻǎƻǇƘȅΩ 

(Phorm, 2008) 

 

Unfortunately Phorm themselves were maintaining their own privacy at the start of their 

testing phase by illegally trialling the framework without usersΩ consent with BT. People 

were subjected to the test and had no knowledge of anything in progress. 

If the system operates the way it should then there would be no problem but if the system 

was flawed in some way (which is why testing is done in the first place) then the amount of 

personal information collected about individual users would cause an outrage. 

Ψ.¢ has admitted that it carried out secret trials of the Phorm technology in late 
нллсΦΩ 

(Harvey, 2008) 

 

In response to critics to the system arguing that it is too intrusive BT said, 

Ψbƻ ǇŜǊǎƻƴŀƭƭȅ-identifiably user data is stored as part of Webwise. Only the links 
between a random unidentifiable numbers contained in a cookie and advertising 
ŎŀǘŜƎƻǊƛŜǎ ŀǊŜ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳΦΩ 



Ψ¢Ƙƛǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŘŜƭŜǘŜŘ ŀŦǘŜǊ ŀ ƳŀȄƛƳǳƳ ƻŦ ǎƛȄ months. It is simply not possible 
ǘƻ ǊŜǾŜǊǎŜ ŜƴƎƛƴŜŜǊ ǳǎŜǊ ƛŘŜƴǘƛǘȅ ǳǎƛƴƎ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴΦΩ 

(BT, 2008) 

 

The question of whether or not the service is too intrusive is a complex one that will 

ǳƴŘƻǳōǘŜŘƭȅ Ǝƻ ƻƴ ŦƻǊ ǎƻƳŜ ǘƛƳŜ ōǳǘ ǘƘŜ ǎŜǊǾƛŎŜ ŘƻŜǎ ƻŦŦŜǊ ŀƴ Ψopt-ƻǳǘΩ ƻǇǘƛƻƴΣ ƳŜŀƴƛƴƎ 

people are free to refuse to participate and if the service operates the way it says then no 

data will be held about an individual ς just a number. This method of thinking could be used 

in real world applications as well as the internet in the broadest sense, allowing the 

preservation of privacy and the benefit of personalisation and anonymity. The question that 

needs to be asked though is: Do we want to be just a number? 

 

 

 

 

 

 



Chapter Four  
Rights and Violations 

 

Communication has evolved, as everything does, and as such will keep evolving. How we 

deal with the changes brought about by that evolution ultimately affect the way we 

ourselves evolve and how we communicate. The Internet brought about a revolution in 

communication allowing near instant contact with anybody connected. Even now 

communication is evolving, with social networks being the driving force in the most recent 

acceleration, creating a new way for people to interact in a new environment. The advent of 

MySpace and Facebook meant that not only was there an online space for people to detail 

their opinions and see who else shares them but a new position of responsibility for the 

individual to showcase themselves, especially with MySpace which has become the 

favoured online music platform for up and coming as well as existing musicians. Some 

people, in particular people in power such as governments or dictators, may view this as too 

much freedom as the Internet is globally accessible and therefore anyone can read anything 

anyone has posted. 

{ǇŜŎƛŦƛŎŀƭƭȅ ƛŦ ŀƴȅ ŎƛǘƛȊŜƴ ΨƻǾŜǊǎǘŜǇǎ ǘƘŜ ƳŀǊƪΩ ǘƘŜƛǊ ǎƛǘŜ ǿƛƭƭ ōŜ ǊŜƳƻǾŜŘ ŀƴŘ ƴƻ Řƻǳōǘ ǘƘŜȅ 

will receive at the very least a letter and at most a criminal record. This could very easily 

lead to censorship of all content on the Internet with the view that it could be a security 

ŎƻƴŎŜǊƴ ƻǊ ŀ ǘƘǊŜŀǘ ǘƻ ŀ ƴŀǘƛƻƴǎ ǎŜŎǳǊƛǘȅ ƘƻǿŜǾŜǊ ǘƘƛǎ ŎƭŜŀǊƭȅ ƛƳǇŜŘŜǎ ƻƴ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ 

right to the freedom of speech. 

 

 



ΨCǊƻƳ ǘǿƻ ƛƴ нллнΣ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƎƻǾŜǊƴƳŜƴǘǎ ŦƛƭǘŜǊƛƴƎ ǘƘŜ ƴŜǘ Ƙŀǎ ǊƛǎŜƴ ǘƻ ǘǿƻ 
ŘƻȊŜƴΦΩ 

(Faris, 2008) 

So what happens when an individual voices an opinion that is detrimental to a third party? 

 Ψ{ƻǳǘƘ YƻǊŜŀƴ ǇǊŜǎƛŘŜƴǘ [ŜŜ aȅǳƴƎ-Bek is seeking to crack down on the Internet 
community which has helped intensify and focus criticism of his unpopular 
government, by introducing a Cyber Defamation Law...Korean journalists have 
criticised the proposals as a threat to free speech. Six Korean portals and search 
ŜƴƎƛƴŜǎ ƘŀǾŜ ǘŜŀƳŜŘ ǳǇ ǘƻ ƻǇǇƻǎŜ ǘƘŜ ǇǊƻǇƻǎŜŘ ƭŀǿΦΩ 

(Oates, 2008) 

 

Lee Myung-bek is an example of a government using their power to abuse the privileges of 

their people to suit their own needs. Lee Myung-bek has introduced a new law to essentially 

control the content on the Internet in South Korea. Similarly in Burma, political dissidents 

were sentenced for posting on a blog. 

Ψ!ƴ ƛƴǘŜǊƴŜǘ ōƭƻƎƎŜǊ ŀƴŘ ŀ ǿǊƛǘŜǊ ǿƘƻ ŘƛǎƎǳƛǎŜŘ ŀƴ ŀǘǘŀŎƪ ƻƴ .ǳǊƳŀΩǎ ŘƛŎǘŀǘƻǊ ƛƴ ǘƘŜ 
form of a love poem were among dozens of activists sentenced to draconian jail 
terms as the junta ordered a fresh crackdown on dissidents.Ω 

(Parry, 2008) 

Ψ{ŜŎǳǊƛǘȅ ƛǎ ŀ ƴŜŜŘ ǘƘŀǘ ǿŜ ŀƭƭ ƘŀǾŜ ŀƴŘ ǇǊƛǾŀŎȅ ƛǎ ǎŜŜƴ ŀǎ ŀ "bonus". What people 
don't realize is that when they give up privacy then they will ultimately become less 
secure. The difference is that the "enemy" changes. It may not be terrorists any 
longer now it is the government or the rogue elements within governƳŜƴǘΦΩ 

(Willingham) 

 

The ultimate goal is the balance between privacy of information and the protection of the 

people. Thinking about them as opposites may not help matters, it is possible to protect the 

people without forcing them to surrender their freedom and anonymity. 



ΨLƴǘŜǊƴŜǘ ŎŜƴǎƻǊǎƘƛǇ ŀƴŘ ǎǳǊǾŜƛƭƭŀƴŎŜ ŀǊŜ ƎǊƻǿƛƴƎ Ǝƭƻōŀƭ ǇƘŜƴƻƳŜƴŀΦ hbLΩǎ Ƴƛǎǎƛƻƴ is 
to identify and document Internet filtering and surveillance, and to promote and 
ƛƴŦƻǊƳ ǿƛŘŜǊ ǇǳōƭƛŎ ŘƛŀƭƻƎǎ ŀōƻǳǘ ǎǳŎƘ ǇǊŀŎǘƛŎŜǎΦΩ 

(Open Net Initiative, 2008) 

 

hǊƎŀƴƛǎŀǘƛƻƴǎ ƭƛƪŜ hbL ŀƴŘ tǊƛǾŀŎȅ LƴǘŜǊƴŀǘƛƻƴŀƭ ƭƻƻƪ ƛƴ ŘŜǘŀƛƭ ŀǘ Ƙƻǿ ǘƘŜ ƎŜƴŜǊŀƭ ǇǳōƭƛŎΩǎ 

access to the Internet is encroached upon by government organisations seeking to know 

what everyone is doing all the time. Without them there is a very real danger that there 

ǿƻǳƭŘ ŀƭǊŜŀŘȅ ōŜ ŀ ǾŜǊȅ ǊŜŀƭ ΨLƴǘŜǊƴŜǘ ǇƻƭƛŎŜΩ ǘƘŀǘ ǿƻǳƭŘ ƛƴŘŜŜŘ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ŜǾŜǊȅǘƘƛƴƎ 

people have access to online. 

Ψ²ƻǊƪǇƭŀŎŜ ŜƭŜŎǘǊƻƴƛŎ ǎǳǊǾŜƛƭƭŀƴŎŜ ƛǎ ŀƭǎƻ ŀƴ ŜȄǇŀƴŘƛƴƎ ŀǊŜŀ ƻŦ ōǳǎƛƴŜǎǎΩ 

(Thomas and Loader) 

 

The media plays out all kinds of worst case scenarios but these tend to relate to public 

domain information. There are thousands of organisations, companies and other places of 

work that communicate via the internet, so could they be seen as just a big ΨǘƘǊŜŀǘΩΦ How do 

companies like these exist with the possibility of such harsh views? 

ΨL ǘƘƛƴƪ ƻŦ tǊŜƳƛŜǊ ŀǎ ŀ ŎǳƭǘǳǊŜΣ ŎŜǊǘŀƛƴƭȅ Ƴȅ ǇƘƛƭƻǎƻǇƘȅ ƛǎ ǘƻ ǘŀƪŜ ŀ ŦŀƛǊƭȅ ǊŜƭŀȄŜŘ ǾƛŜǿ 
ŀōƻǳǘ ƛǘ ŀƭƭΦΩ 

(Edwards, 2008) 

 

¢Ƙƛǎ Ƴŀȅ ǎƻǳƴŘ ǎƛƳƛƭŀǊ ǘƻ DƻƻƎƭŜΩǎ ŀǇǇǊƻŀŎƘ ǘƻ ǘƘŜ LƴǘŜǊƴŜǘ ǿƘƛŎƘ ƛǎ ƳŀƪƛƴƎ ŀƭƭ ƛƴŦƻǊƳŀǘƛƻƴ 

available to eveǊȅƻƴŜΦ Lǘ ƛǎ ƭƻƎƛŎŀƭ ǘƘŀǘ DƻƻƎƭŜ ǿƻǳƭŘ ƴƻǘ ŎƻƴǎƛŘŜǊ ǇǳōƭƛǎƘƛƴƎ ǇŜƻǇƭŜΩǎ ŎǊŜŘƛǘ 

card numbers and bank account details but they do collect and analyze an incredibly large 

amount of data. Could this technology not be used to retroactively investigate a ǇŜǊǎƻƴΩǎ 

information, with proper reasoning and a court-order? 



SǳǊǇǊƛǎƛƴƎƭȅ DƻƻƎƭŜ Ƴŀȅ ŜƴŘ ǳǇ ōŜƛƴƎ ǘƘƛǎ ΨǇƻƭƛŎŜ ŦƻǊŎŜΩ ŀǎ ǘƘŜƛǊ ŀƛƳ ƛǎ ǘƘŜ ŦǊŜŜŘƻƳ ƻŦ 

ƛƴŦƻǊƳŀǘƛƻƴ ŦƻǊ ŜǾŜǊȅƻƴŜ ƘƻǿŜǾŜǊ ǿƘŜƴ ŀƴȅ ŎƻƳǇŀƴȅ ƎŜǘǎ ǘƻ ōŜ ŀǎ ƭŀǊƎŜ ŀƴŘ ƛƴŦƭǳŜƴǘƛŀƭΣ ƛǘΩǎ 

motives and practices need to be carefully monitored to ensure no breaches in antitrust or 

civil liberties. Influence leads to control, control equals power and Google influence a large 

amount of data on the internet by their search algorithm alone. 

ΨDƻƻƎƭŜ Ƙŀǎ ǊŜŎƻǊŘǎ ǘƘŀǘ ŎƻǳƭŘ ƘŜƭǇ ƛƴ ŀ ŎȅōŜǊ-ƛƴǾŜǎǘƛƎŀǘƛƻƴΩ  

(Giorgio, 2008) 

 Ψ! ƭƻǘ ƻŦ ǘƘŜ ǎǘǳŦŦ ƛƴ ŎȅōŜǊǎǇŀŎŜ ƛǎ Ƨǳǎǘ ŀ ǊŜŦƭŜŎǘƛƻƴ ƻŦ ǿƘŀǘ ƘŀǇǇŜƴǎ ƛƴ ǊŜŀƭ ǎǇŀŎŜΩ 

(Bartow) 

 

The government is under pressure from the film and music industries to prevent file-sharing 

and copyright infringement. The proposed solution for this is a three strike rule by which 

you will be warned and then cut off by your Internet service provider if it is determined that 

you are downloading and sharing copyrighted materials. 

ΨLŦ ǘƘŜ ƭŀǿ ǿŜǊŜ ŜƴŀŎǘŜŘ ƛǘ ǿƻǳƭŘ ǘǳǊƴ LƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎΣ ƭƛƪŜ .¢Σ ¢ƛǎŎŀƭƛ ŀƴŘ 
Virgin, into a pro-ŀŎǘƛǾŜ ƴŜǘ ǇƻƭƛŎŜ ŦƻǊŎŜΦΩ 

(Waters, 2008) 

 

Is this all just media hype though? It is reasonable to assume that newspapers want to sell 

more newspapers and TV channels want to attract more viewers. By publishing stories 

about worst case scenarios when the actual threat is not as great would certainly a way of 

doing so. 

Ψpopular manifestation through the media...has often focused upon speculation 
about the detrimental effects of ICTs upon variƻǳǎ ŀǎǇŜŎǘǎ ƻŦ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘΦΩ 

(Thomas and Loader) 



Surely the three strike rule would be breaking current data protection law by sharing 

Internet traffic data with other Internet service providers? More seriously however they 

would be recording what every person was doing on the Internet at any given time. This 

amounts to an online version of a phone tap, which requires reasonable justification and 

needs to be approved by a Justice Minister. 

If we entertain the idea using the same principle as the phone tapping procedure as a base 

model for comparison, it soon becomes clear that even if the government did in fact enact 

this three strike plan, it woulŘƴΩǘ ǿƻǊƪΦ 

Firstly, the government listens to around 2,200 phone conversations each year. 

ΨWǳǎǘƛŎŜ aƛƴƛǎǘŜǊ aƛŎƘŀŜƭ aŎ5ƻǿŜƭƭΦΦΦ ǊŜŦǳǎŜŘ ǘƻ ǊŜǾŜŀƭ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǇƘƻƴŜ ǘŀǇǎ ƘŜ 
Ƙŀǎ ŀǳǘƘƻǊƛǎŜŘ ŘǳǊƛƴƎ Ƙƛǎ ǘƛƳŜ ƛƴ ƻŦŦƛŎŜΦΩ 

(digitalrights.ie) 

 

Secondly, not all of them were correct and the people having their conversations recorded 

would not be able to appeal due to the covert nature of a phone tap. In the context of the 

three strike plan, people would be notified by letter three times before their connection 

would be cut off. 

Ψ¢ƘŜǊŜ ǿŜǊŜ нΣнпо ǇƘƻƴŜ ǘŀǇ ǿŀǊǊŀƴǘǎ ƛǎǎǳŜŘ ǘƘŜǊŜ ƭŀǎǘ ȅŜŀǊΦ ¢Ƙƛǎ ƛƴŎƭǳŘŜŘ сс 
ƳƛǎǘŀƪŜǎΣ ƛƴ ǿƘƛŎƘ ǎŜŎǳǊƛǘȅ ǎŜǊǾƛŎŜǎ ǿŜǊŜ ƭƛǎǘŜƴƛƴƎ ƛƴ ǘƻ ǘƘŜ ǿǊƻƴƎ ƴǳƳōŜǊǎΦΩ 

(digitalrights.ie) 

 

A phone tap, or possibly a web tap (?), must be approved by the justice minister personally 

and the only way you can apply for a phone tap is if you have reasonable cause to suspect 

wrong doing on the part of the individual or group accused. 



So they must have other evidence to support their need for a phone tap, but in the case of a 

ǇƻǎǎƛōƭŜ ΨǿŜō ǘŀǇΩ ƴƻ ƻǘƘŜǊ ŜǾƛŘŜƴŎŜ ǿƛƭƭ ōŜ ŀǾŀƛƭŀōƭŜ ŀǎ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ ƛǎ ƎƻƛƴƎ ǘƻ ōŜ 

forcing Internet service providers to instigate what amounts to the same as a phone tap but 

on all its customers all the time. 

ΨLƴŦƻǊƳŀǘion should be available to everyone (concerning things like politics) but 
ŘŀƴƎŜǊƻǳǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ άƘƻǿ ǘƻΦΦέ ƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ŎƻǳƭŘ ōŜ ŘŀƴƎŜǊƻǳǎ ƛƴ 
the wrong hands should be monitored by (i.e. in Europe) the EU but not by the 
ǎǇŜŎƛŦƛŎ ŎƻǳƴǘǊȅΩǎ ƎƻǾŜǊƴƳŜƴǘΦΩ 

(Submission 37. Questionnaire, 2008) 

 

LŦ ǘƘŜ ¦Y ƎƻǾŜǊƴƳŜƴǘΩǎ three strike plan is put into effect, the part of the Internet service 

providers to ban users who download illegal content will be soured with many wrongful 

accusations and subsequent applications for compensation. 

ΨL{t! ƛǎ ǿƻǊǊƛŜŘ ŀōƻǳǘ ǘƘŜ Ŏƻǎǘ ǘƻ ƛǘǎ ƳŜƳōŜǊǎ ƛŦ ǳǎŜǊǎ ǘŀǊƎŜǘŜŘ ōȅ ǊƛƎƘǘǎ ƘƻƭŘŜǊǎ ŦƻǊ 
ŎƻǇȅǊƛƎƘǘ ƛƴŦǊƛƴƎŜƳŜƴǘ ǘǳǊƴ ƻǳǘ ǘƻ ōŜ ƛƴƴƻŎŜƴǘΦΩ 

(Internet Service Providers Association, 2008) 

 

So the Internet service providers would need permission for each individual they targeted 

and even then they would require reasonable cause for such an action to be undertaken 

along with subsidisation from the in case they accidently target the wrong users. So why are 

ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ ǎǘƛƭƭ ǇǳǎƘƛƴƎ ƛǘ ƛŦ ŜǾŜƴ ǘƘŜ L{t! ǎŀȅ ƛǘ ŎŀƴΩǘ ōŜ ŘƻƴŜ ǿƛǘƘ ŀƴȅ ŘŜƎǊŜŜ ƻŦ 

success? 

Ψ²Ŝ ǎǘƛƭƭ ƴŜŜŘ ǘƻ ŜǎǘŀōƭƛǎƘ ǘƘŜ ǇǊƻƻŦ ǇƻƛƴǘǎΩ 

(Internet Service Providers Association, 2008) 

 



This is in stark contrast to Comcast, a large US cable service provider who has been in legal 

battles recently after being sued for deliberately sacrificing peer-to-peer bandwidth under 

ǘƘŜ ǇǊŜǘŜȄǘ ƻŦ ΨǘǊŀŦŦƛŎ ǎƘŀǇƛƴƎΩ ǘƻ ǊŜŘǳŎŜ ǘƘŜ ǎǘǊŀƛƴ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ŀǘ ǇŜŀƪ ǘƛƳŜǎΦ 

A Comcast customer filed the lawsuit after being fed up with slow speeds while using 

peer-to-peer software. 

 ΨΦΦΦŀ ƭŀǿǎǳƛǘ ŀƎŀƛƴǎǘ ǘƘŜ ƴŀǘƛƻƴΩǎ ōƛƎƎŜǎǘ ŎŀōƭŜ ƻǇŜǊŀǘƻǊΣ ŀƭƭŜƎƛƴƎ ǘƘŜ ŎƻƳǇŀƴȅ 
άƛƴǘŜƴǘƛƻƴŀƭƭȅ ŀƴŘ ǎŜǾŜǊŜƭȅέ ƛƳǇŜŘŜǎ ǘƘŜ ǳǎŜ ƻŦ ǇŜŜǊ-to-peer file-sharing 
ŀǇǇƭƛŎŀǘƛƻƴǎΦΩ 

(multichannel.com, 2008) 

 

A few months later, a few more Comcast customers had a similar qualm and responded in 

the same way by filing a similar lawsuit which prompted a review of the compaƴȅΩǎ ǇƻƭƛŎƛŜǎ 

and practices on management of their network traffic for specific protocols. 

ΨΦΦΦŎƭŀƛƳǎ ǘƘŀǘ ǎŜǊǾƛŎŜ ŦǊŜǉǳŜƴǘƭȅ ǎǘƻǇǎ ƻǊ ǎƭƻǿǎ ǘƻ ŀ ŎǊŀǿƭ ǿƘŜƴ ǳǎƛƴƎ ŦƛƭŜ-sharing 
ŀǇǇƭƛŎŀǘƛƻƴǎΩ 

 (multichannel.com, 2008) 

 

Whereas the lawsuit was expected to get thrown out, surprisingly eight months later an 

independent researcher discovered that Comcast had been throttling certain peer-to-peer 

protocols. 

Ψ/ƻƳŎŀǎǘ ǿŀǎ ǎŜŎǊŜǘƭȅ ǘƘǊƻǘǘƭƛƴƎ .ƛǘ¢ƻǊǊŜƴǘ ŀƴŘ ƻǘƘŜǊ tнt ǘǊŀŦŦƛŎΩ 

(theregister.com, 2008) 

 



Peer-to-peer data distribution does not mean copyright infringement and so people need to 

stop fighting the technology and rather the misuse of the technology. They need to rethink 

their own distribution arrangement and start working with peer-to-peer which is an 

excellent way to distribute data while maintaining low costs to the provider. 

A successful adaption of such technology is Napster and the transformation of its music 

service from illegal to legal. For a low monthly charge you can download and play as much 

music as you like, transfer it to an mp3 player for a small amount extra each month or burn 

to CD with a one-off payment. 

The idea of filtering the internet is not a new one. Censorship has been around since the 

start of recorded history and probably before that but that is what filtering equates to. 

There are degrees of net filtering such as to control bandwidth and to control access which 

have somewhat understandable actions but filtering to control content is censorship and is 

pervasive in many eastern parts of the world. No surprise that the areas with political 

content filtering are the same areas that have unstable governments or dictatorships. This is 

something that should not be encouraged or even considered in supposedly stable countries 

and yet, if governments had their way this is how things would be. (See Appendix A) 

 

 

 

 

 



Conclusion 
 

In researching the topic of this dissertation it became apparent that many people are 

interested in it and subsequently feedback from the questionnaire was more helpful than 

expected. The questionnaire was designed to get as much quantitative information as 

possible while still having the opportunity to give personal opinion without feeling like they 

had to write an essay. By limiting it to 10 questions the questionnaire appeared short and 

quick while only having one question with a text box made it easier for people to write 

something relevant without needing to put in a lot of effort.  

The research sources are predominantly internet based, from blogs of people who have a 

view on the topic to newspapersΩ ƻƴƭƛƴŜ ǇǊŜsence and government websites. The point 

being to show how much information is on the internet and how much it has become an 

ƛƴǘŜƎǊŀƭ ǇŀǊǘ ƻŦ Ƴŀƴȅ ǇŜƻǇƭŜΩǎ ƭƛǾŜǎΦ ²ƘƛƭŜ Ǝƭƻōŀƭƭȅ ƻƴƭȅ нн҈ ƻŦ ǇŜƻǇƭŜ Ƙave the internet in 

their homes and that statistic is only going to grow, just like the percentage that own cars 

and a telephone. The important thing here is that global communications are evolving 

thanks to the internet and there are governments that are threatened by the thought of 

cheap or even free communication with different cultures with the inevitability of learning 

about information not normally readily available to citizens. 

There are a lot of political aspects to consider when understanding why things are the way 

they are. Often they are clouded in smoke and mirrors with the very nature of politics 

making clear and valid arguments difficult to get to.  



This is the major problem with privacy and security not just in the online community but 

universally because politicians are ultimately in control and their goal seems to be the 

continuation of that control. Saying what people want to hear and doing them are two 

completely different issues within politics. 

The interviews were of great insight, providing a look at how a corporate entity deals with 

the constantly shifting battleground that is global online communication. With so many 

countries online it is inevitable that there will be a focal point at which the world realises a 

standardised method of controlling the internet is needed. Not censorship or monitoring 

but more what justification is needed to obtain information, what can be recorded by 

Internet service providers and when. The emphasis needs to be on the behind-the-scenes of 

the internet rather than directly affecting users and their rights. 

The title still does not accurately represent the focus of this dissertation as it is a global topic 

with millions of different opinions and seemingly just as many laws to go with them. The 

title underwent much iteration before an adequate one was found that was broad enough 

to outline the overall direction as well as some focus to maintain it within 9000 words. The 

topic is the cause of much debate and argument so is something that cannot be resolved 

over night. While not needing to be settled over night, there is sufficient cause for concern 

that the issues discussed are only going to increase over time. The main concern is that 

governments will step in without full knowledge of the systems and incorrect assumptions 

about their actions, only succeeding in exacerbating the situation and leading to the internet 

consuming itself. In response to the question set in the title, the way legislation is 

progressing there is a real danger of privacy being neglected with the hollow justification of 

protecting the nation from cyber crime. 



Appendices 
(Appendix A) 

Global Content Filtering by Type 
 
Political Content 

 
Content that expresses views in opposition to those of the current government, or is related 
to human rights, freedom of expression, minority rights, and religious movements. 

Social Content  

 
Content related to sexuality, gambling, and illegal drugs and alcohol, as well as other topics 
that may be socially sensitive or perceived as offensive. 



Conflict and Security 

 
Content related to armed conflicts, border disputes, separatist movements, and militant 
groups. 

Ψbƻ ŘŀǘŀΩ ǎŜŎǘƛƻƴǎ ŘƛǎǇƭŀȅ ƛƴ ƎǊŜȅΦ Ψbƻ ŘŀǘŀΩ ŘƻŜǎ ƴƻǘ ƴŜcessarily indicate absence of filtering 
practices. 

 

 

 

 

 

 

 

 

 

 



(Appendix B) 

Questionnaire Results 



 

Responses to question eight are in Appendix C. 


